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Chapter 1

Objective and Purpose

The objective of this publication is to analyze the legal, administrative, and tech-

nological requirements for the use of information and communications technology 

(ICT) for birth registration. The intended audience includes civil registry agencies 

or those countries that are considering the introduction of ICT, as well as those that 

already have the system in place. While many countries have already updated their 

civil registry frameworks to include ICT and while many are taking it into consider-

ation, it is the authors’ hope that the guidelines can also serve as a means to review 

current arrangements.

Guidelines and recommendations are lacking in terms of the use of ICT in civil 

registration, as well as its use in other information produced by the civil registries. 

This publication, however, will focus only on the registration of births, given the piv-

otal role that registration has in establishing the legal identity of an individual for 

the issuance of a birth certificate as a breeder document. While it is recognized that 

civil registration interacts with other branches of government, the focus of this doc-

ument rests only on civil registries.

The Inter-American Development Bank (IDB) and United Nations Children’s 

Fund (UNICEF) have identified a knowledge gap between the need and the capac-

ity to design, develop, install, and operate ICT systems that will make the birth regis-

tration process more efficient and secure. This publication will identify and examine 

the potentials of ICT to support the birth registration process more efficiently, accu-

rately, securely, and in a timely manner. 

Civil registries should be based on a robust framework that includes definitions, 

governance, organizational structure, and the roles and responsibilities of those 

involved. Shifting from a paper-based to a digital registration environment can pro-

vide the opportunity to review the three basic institutional framework elements: the 

legal, administrative, and technological aspects.
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A civil registry is not only responsible 

for birth registrations, but is also responsible 

for the registration of all other civil events 

such as adoptions, marriages, divorces, and 

deaths, including the issuance of certifi-

cates for each of these instances. This pub-

lication does not address the frameworks 

for efficient management of these other 

civil events. 

This joint IDB–UNICEF publication 

provides the background analysis and a 

practical checklist for civil registries that 

are considering the implementation of an 

ICT system or are reviewing an existing 

system for the registration of births. It is 

expected to contribute to improve the effi-

ciency of the registration procedures, as 

well as reduce the time it takes between 

(i) the birth and the legal registration of 

the child, and (ii) the legal registration of 

the child and the delivery of the certificate. 

It is hoped that these guidelines will 

strengthen the right to immediate birth 

registration (United Nations Convention 

on the Rights of the Child, Article 7), as 

well as the right to be recognized as a per-

son before the law (The Universal Decla-

ration of Human Rights, Article 6).
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Chapter 1

Institutional Framework and 
Linkages for the Civil Registry 

The steadily increasing recognition of and interest in the right to identity, as laid out 

in international treaties and operational issues pertaining to legal identity, is encour-

aging. A growing number of countries have invested, or will invest, in information 

and communications technology (ICT) systems for civil registration and identifica-

tion, but the speed at which technologies for such purposes are evolving represents 

a challenge to many countries. The lack of recruiting and retaining the technical 

expertise and hence the capacity to adequately assess the different aspects that 

are required to upgrade, modernize, and maintain digital registration system can be 

particularly daunting for many countries. 

In many developing countries, a considerable portion of the population is not 

registered at birth or otherwise recorded in the civil registry—often a prerequisite 

to be included in a civil identification registry and obtain a national identification 

card. Keeping in mind that new technology and policies are often geared towards 

e-ID methods, it is worth taking a closer look at the population’s ability to obtain the 

necessary breeder documents, such as a birth certificate issued through civil reg-

istration, in order to obtain other identity cards and be able to access and manage 

online information and services. While civil registration systems capture the vital 

and civil events of a person’s life, including death, marriage, divorce and adoptions, 

it begins with birth registration. ICT can be an enormously helpful tool to support 

more timely, accurate, and efficient birth registrations, as long as it is considered 

in light of the national policy environment, social and cultural norms, and other 

aspects of the civil registry.

The institutional location of civil registry and identification agencies varies from 

country to country. Common institutional homes for a civil registry are the Minis-

try of the Interior, the Ministry of Justice or the Electoral Tribunal, although they can 

also be autonomous (or semi-autonomous, such as Uganda’s Registration Services 

Bureau) institutions, or be located in the Ministry of Education or Finance. Whatever 
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the institutional arrangement, countries 

need to establish clear legal boundaries for 

the identification, registration, verification, 

certification, enrollment, storage, transmis-

sion, and authentication of personal iden-

tity. At the same time, the institutions and 

administrations need to be strengthened to 

permit equal access to formal institutions, 

for example through the introduction of 

clear, built in control and monitoring mech-

anisms.

Under the umbrella of ICT, there are 

many possible options and devices, such 

as radio, mobile phones, satellite systems, 

and computer networks, as well as appli-

cations that can be useful for the timely 

registration of births. This publication will 

focus on the back-office considerations 

that can be applied to any of these ICT sys-

tems. The choice of system depends on the 

needs and environment of each country, 

and should be locally appropriate. In areas 

where there is scant or no electricity, it will 

make more sense to continue process-

ing registrations and records in a paper-

based environment. In areas with unreliable 

Internet connectivity, the solution may be 

to transfer information to CDs or memory 

sticks (USB), although this is not necessar-

ily recommended. 

Regardless of whether it relates to ICT 

and electronic records, the conversion from 

paper-based to electronic records may 

require legal changes and financial require-

ments to ensure smooth transition. Old 

paper records should be maintained for a 

specific period of time. Moreover, the issue 

of digital record storage (cloud or proprie-

tary servers) should be addressed to ensure 

that a back-up system is in place for main-

tenance or in the event of a disaster. 

Switching from a paper-based envi-

ronment to electronic records will require 

financial commitment and investment. The 

determination of the investment and main-

tenance needs depends on a thorough 

understanding of the ICT specifications 

and operational obligations and necessi-

ties. However, the expected savings and 

efficiency that derives from this switch will 

have a positive impact on a civil registry’s 

performance. It will also improve customer 

satisfaction. This publication will focus 

more on the needs relating to birth reg-

istration in a national context than on the 

financial investment of ICT. 
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Chapter 2

Legal Framework

2.1 Introduction 

National constitutions are based on a set of fundamental principles, according to 

which a country is governed, that limits the power of the state and protects the 

rights of its people. The objective of this section is to inform the development of 

a strong legal framework for civil registration that is efficient in terms of resources 

and is adaptable to societal and technological changes. The framework should build 

on a combination of international laws, standards, and principles that relate to civil 

registration, as well as national constitutions, laws, and regulations of the respective 

country. Although the principles and obligations may be generic, it is the laws and 

regulations therein that enable the establishment of a civil registry and its identifi-

cation instruments (Harbitz and Arcos, 2011).

It is essential that the legal frameworks of civil registries comply with ratified 

international conventions, such as The Universal Declaration of Human Rights and 

the United Nations Convention on the Rights of the Child. National decrees are also 

relevant, such as those that relate to the protection of personal data and the appli-

cation of e-government processes. Issues that relate to digital signature fraud, pri-

vacy, and identity theft should also be taken into account if they are not already 

addressed within the context of the law. Figure 2.1 illustrates the elemental structure 

of the legal framework for a civil registry. Civil registration law, itself, should center 

on the individual, since it fulfills the state’s obligation to register and establish the 

identity of a child. The four basic legal instruments are the laws that pertain to the 

protection of personal and confidential information, electronic signature, electronic 

governance, and identity theft.

Before ICT is introduced for birth registration and civil registration in general, it 

is important to revise and, if necessary, upgrade the legal framework to support the 

use of ICT. For instance, older legislation may not have considered digital storage 
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or electronic transmission of personal data. 

In many countries, ICT is on track to replace 

the tedious and obsolete processing and 

archiving of paper-based documentation 

relating to birth registrations. The afford-

ability of ICT and the availability of mod-

ern broadband/wireless network coverage 

(including remote and rural areas) have 

influenced many countries to analyze new 

and more efficient methods to register 

birth events. ICT has the potential to pro-

vide fast data access and accelerate pro-

cessing, and with the right applications in 

place, it will create a more secure environ-

ment to authenticate ID documents. 

The process of registering births will 

need to be redesigned—or in some cases, 

reformulated—to ensure greater efficiency 

and accuracy when introducing ICT. The 

redesign should include the entire process 

of registration, from the birth event (point 

FIGURE 2.1:  Elemental Legal Framework for 
the Civil Registry

Protection
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Identity
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registration
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E-Government
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of delivery) to the point where it is archived 

at the civil registry. Although not a focus of 

this publication, all other civil registration 

processes should be redesigned or refor-

mulated when an agency invests in ICT.

2.2 Legal Foundation

2.2.1  Establishment of a Registration 

System

While also reflecting the political struc-

ture, history, and traditions of a coun-

try, the legal basis for a civil registry must 

include the normative definitions, as well as 

those of the registration instruments. The 

law should incorporate the elements of the 

structure, as well as its functions and insti-

tutional characteristics, such as funding 

sources and the selection and appointment 

of appropriate authorities. The framework, 

as a whole, should allow for the flow of 

information, relationships between enti-

ties, and technical requirements. Elements 

of the registry structure should be consis-

tent and include:

a. objectives of the registration system 

and the civil registry;

b. function of the civil registry: to record 

vital events (excludes registration pro-

cedures);

c. relationship with other organizations: the 

exchange of information (excludes direc-

tional flow or details of information);

d. electronic storage and transmission of 

personal data; (for storage, it must define 

whether to store the personal data on 

servers or within a proprietary cloud)



LEGAL FRAMEWORK

5

e. funding: alternative sources and proce-

dures to obtain funding, in addition to 

the current (regular) funding structure;

f. methods of selection and appointment 

of chief executive;

g. responsibilities of civil registry person-

nel; and

h. sanctions system and adjudication 

process.

Establishing appropriate systems will 

differ from country to country. It is impor-

tant to develop a legal structure that will 

adapt to emerging cultural changes, such 

as the increasing occurrence of extramar-

ital births, same-sex relationships, in vitro 

fertilization, and surrogacy, as well as the 

particular naming customs of ethnic and 

minority groups. The introduction of tech-

nological changes can be challenging, 

especially when these classifications were 

not included in the original framework and 

when the framework has been written in 

such a way that it limits the materials used 

for registration. Examples include the stip-

ulation that registrations be carried out “by 

means of an entry in a record composed 

of individual numbered pages” or that the 

“production of the birth certificate be done 

by hand in clear and legible handwriting.” 

2.2.2 Protection of Personal Data

Personal data is defined as the set of bio-

graphical information that is contained in a 

person’s record. In the case of birth registra-

tion, it is noted that the minimal information 

required (United Nations, 1998) is the moth-

er’s identification and the date and place 

of birth, along with supporting documents 

(see Section 2.3). Additional information, as 

in the case of some countries (Botswana, 

Chile, Norway, among others), may include 

a unique identification code, personal num-

ber, and/or copy of the birth certificate, as 

well as the biometric data of the individual 

and/or his or her parent(s) (e.g., mother’s 

fingerprint, fingerprint of an adolescent or 

adult registrant, as is the case in Uruguay). 

It is crucial to ensure the protection 

of personal information that is collected 

through appropriate applications, whether it 

is in electronic form or paper-based, in order 

to prevent criminal offenses. When print-

ing the copy of the registration, it is recom-

mended that there is minimal information on 

it to protect the individual when presenting 

this document as identification. It is also rec-

ommended that the base material include a 

security substrate image using secure print-

ing techniques and with a unique record 

number (UNICEF, 2013).

Unlawfully manipulating or falsifying 

official documents is common, worldwide. 

Fraudulent practices in relation to identifi-

cation cards, passports, and other official 

documents (e.g., birth certificates) pose a 

risk to the individual and society as a whole. 

An array of methods and technologies, how-

ever, are available to prevent the counter-

feiting of documents and to facilitate the 

identification of fraudulent documents. This, 

however, requires a significant amount of 

funding to prevent such practices from tak-

ing place and to be able to detect whether 

or not documents are legitimate. To ensure a 

sustainably secure environment, it is essen-

tial that due diligence is carried out and that 

careful planning and strictly audited imple-

mentation procedures are executed. 
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A civil registry collects and stores a 

vital set of people’s personal data, which 

can be shared with third parties, such as 

other government ministries. One of the 

responsibilities of the civil registry is to val-

idate and verify the identity of the individ-

ual when providing public services, such 

as healthcare, education, and social and 

municipal services. In some countries (e.g., 

Mexico) it is legal to share such information 

with private entities (e.g., banks, insurance 

companies, credit card institutions, tele-

phone services), whereas other countries 

(e.g., Peru) limit this interaction to a binary 

verification of the information provided or 

collected by the third party. The law, there-

fore, must specify the procedures by which 

third parties can request information and 

what information can be shared, verified, 

or authenticated on line. The law to pro-

tect such data, unfortunately, is outdated, 

obsolete, or nonexistent in some coun-

tries. The essential principles of the protec-

tion of personal or confidential data that 

should be taken into account when intro-

ducing ICT for birth registrations include 

the following:

a. Aim: The flow of data information should 

legally protect the individual’s private 

data and its ultimate use. In other words, 

the law must protect what is personal 

and confidential and is maintained in files, 

registers, databases, and other technical 

means for data processing—whether in 

the public or private domain—in order to 

guarantee the individuals’ right against 

its unwarranted use.

b. Purpose: Data can be shared only with 

an authorized third party and only if 

it relates to the purpose for which the 

data is collected. The law should clearly 

establish who can access it and the pur-

poses and limitations for which the civil 

registry gathers the data.

c. Appropriateness: The request for data 

should be according to legal estab-

lished procedures.

d. Legality: The communication and stor-

age of data must be securely managed 

to avoid misuse or fraudulent practices. 

e. Veracity: Data must be protected against 

unauthorized tampering; secure proce-

dures should be in place for the updat-

ing of information (e.g., data should be 

inputted correctly and errors should be 

amended) and all necessary changes 

should be recorded. Only authorized indi-

viduals should be empowered to make 

changes to information that is held, follow-

ing the instruction in the legal framework. 

f. Previous consent: In general, the pro-

cessing of an individual’s record requires 

the individual’s consent. It should be stip-

ulated in the laws of the civil registry, 

therefore, that the information of an indi-

vidual that is shared with a third party has 

the prior consent of the individual, and 

that it is shared for legitimate purposes. 

If a mechanism to opt out of informa-

tion sharing is considered within the law, 

it must be made clear to the individual.

g. Security: The organizational and techni-

cal requirements to safeguard the con-

fidentiality, integrity, and access to civil 

registries should be taken into account 

(see Section 4.6).

h. Rights: The individual should be entitled 

to act against any unlawful management 

or misuse of his/her personal data. (S/he 
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should be assured of his/her right to pri-

vacy); transparency of data; and ability to 

petition for the rectification or destruc-

tion of incorrect or unreliable data. Fur-

thermore, a constitutional remedy, known 

as Habeas Data, should provide the indi-

vidual with the knowledge of what infor-

mation is being held by what party. 

i. Data management responsibilities: Data 

users must adhere to the purpose for 

which the data has been requested. For 

instance, only identity data must be used 

to verify an individual with whom the 

requesting third party has a relationship.

j. Controls: Systems must be in place 

to detect any deviation or fraud in the 

management and use of personal data 

or records.

k. Sanctions: Misconduct must be doc-

umented and administrative or crimi-

nal sanctions must be defined for those 

who violate these principles.

2.2.3 Digital Signature

A digital signature is a mathematical tech-

nique that validates the authenticity and 

integrity of a document that is sent elec-

tronically. It has the same power as a written 

signature. The technical characteristics of 

digital signatures are discussed in Chapter 4 

(Sections 4.11–4.13) while, in the meantime, 

this can be described as an asymmetric key 

operation that encrypts the private key that 

is used to digitally sign an electronic docu-

ment at one end and the public key that is 

used to verify the signature at the other end. 

An ICT network can improve the security 

of birth registrations, particularly in the event 

that a third party reports a birth (e.g., a birth 

attendant). A digital signature can capture 

the identity of the reporting party and his/

her authorization to notify the civil registry 

of a birth event. Laws that permit third-party 

digital signatures must ensure the iden-

tity of the parties, and include the following:

a. The legal weight given to a digital sig-

nature should be the same as that of a 

handwritten one. 

b. The issuance and validity (life span) of a 

personal digital certificate with private 

information (known only to the signa-

tory as a private key) should be regu-

lated. The digital certificate, itself, is an 

electronic document that is issued and 

digitally signed by a Certifying Author-

ity (CA) that links the owner to the third 

party requesting the certificate.

c. The CA acts as the Trusted Third Party 

and should be managed by a legal entity 

that has a license to issue and maintain 

the certificates, so that the CA acts as 

the validation link between the two par-

ties. The guarantee of the CA is essen-

tial in the case of both parties.

d. A procedure should be developed to 

validate a digital signature in cases 

where the individual is not able to reg-

ister, as in the case of a mother deliv-

ering a baby. This can be achieved by 

adding a Trust Anchor (e.g., birth atten-

dant), known as a Root CA, to the list of 

trusted certificates.

There may be no requirement for gov-

ernment-operated civil registries to issue 

CAs. Given the high cost and effort that is 

involved in establishing and maintaining the 

necessary security infrastructure for CAs, it 
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may be more cost effective to procure the 

services of a qualified provider.

2.2.4 Characteristics of Identity Theft

Identity theft is defined as the unlawful 

appropriation of the identity of an indi-

vidual. An individual or organization can 

use this appropriation (public or private) 

to commit proprietary crimes and assume 

control over assets and property. It can also 

be used to cause moral harm to the person 

whose identity was stolen.

Identity theft is most often associ-

ated with online transactions, although it 

can also occur in the scope of paper-based 

registers and documents. The increase in 

such crime, however, is due to the advance-

ment of technology and the growing use of 

social networks and electronic retail, bank-

ing, and credit/debit card transactions. 

The more digital transactions there are, the 

more opportunities there are for this type 

of crime. 

There are four key elements that char-

acterize this crime: (i) commodity: infor-

mation of the stolen identity; (ii) offence: 
means by which the information is obtained; 

(iii) purpose: intention of the offence; and 

(iv) authorization: the victim’s lack of it. 

The laws of a civil registry should define 

identify theft and include the necessary 

interventions or penalties:

a. Definition of identity: A unique set of 

features and characteristics that indi-

vidualize an individual, including the 

name and other biographical data (IDB, 

2015). In contrast, a digital identity is 

defined as a set of attributes that form 

the digital representation of a person 

in an ICT network environment, which 

can be converted to an alphanumerical 

string.

b. Stages: The stages that lead to the 

offence need to be determined. Accord-

ing to literature, there are four stages: 

 � Stage 1: Preparation of methods to 

capture personal information for 

the intended identity theft (e.g., 

design of an illegal software that will 

enable the seizure of passwords); 

 � Stage 2: Capture of information that 

is related to the identity; 

 � Stage 3: Transfer of the stolen infor-

mation; and 

 � Stage 4: Actualization of the fraud 

(the harm).

c. Victim’s informed consent: The crimi-

nal acts without the informed consent 

of the individual(s) concerned.

d. Dishonesty: The intention of the per-

son to steal the identify information as 

a means to cause harm.

e. Sanctions: These must be defined and 

should be incorporated into the legal 

framework or within the confines of 

current penal regulations, according to 

the type of offence(s) committed.

ICT networks now provide applications 

to improve data storage and the processing 

of personal records. Without appropriate 

safeguards in place, the risk of data hacking 

and abuse can be extremely high, especially 

within systems that can process millions of 

identity records in a split second and when 

conducting mass-data analyses (Big Data) 

on public and private datasets. Protecting 

the digital identification of an individual is 
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crucial, since inappropriate use of online 

identifications (ID) can lead to severe finan-

cial and personal damage to the individual. 

Appropriate legislation, therefore, should 

protect a person’s ability to use online ser-

vices and his/her digital identification. 

The legislation must also result in 

guidelines and manuals to mitigate risk of 

identity theft or misuse of personal infor-

mation. The mitigation procedures must 

range from authorized access to civil reg-

istry records; and the use of passwords or 

other techniques to authorize access to 

system protection protocols and firewalls. 

2.3 Procedural Framework

2.3.1 Registration of Vital Events

The normative framework defines the registra-

tion process, those responsible for it, and the 

documents required. The procedural frame-

work, usually detailed in an operation manual, 

describes the process for the practical appli-

cation of the law. Each process should con-

tain the (a) name of the process, (b) purpose 

or event, (c) authorized person(s) to report 

the event, (d) documents to be submitted 

by the registrant, (e) officer(s) responsible 

for the process, (f) authorizing offices of the 

civil registry, (g) content of a birth record; (h) 

document to be issued, and (i) documents 

for archiving. In the case of a birth event, the 

process would include the following:

a. Name of the process: birth registration.

b. Purpose: registration of the identity of 

the individual and issuance of a birth 

certificate.

c. Person responsible for the process: legal 

guardian(s), as defined in the national 

legal framework (mother, mother and 

father, etc.).

d. Required documents (including the reg-

istration submission):1

 � ID of the mother or other legal 

guardian and

 � medical certificate of live birth.

e. Officers responsible for the process: 
those who are authorized to process 

registrations.

f. Authorizing office of the civil registry: 
the officer of the civil registry—legally 

authorized to approve or authorize.

g. Content of a birth record: name of 

child, date of birth, place of birth, name 

of parent(s) (or legal guardian), sex. A 

folio/registration number is allocated 

by the civil registry and entered into the 

record and a unique identification num-

ber may be assigned at this stage. 

h. Document to be issued: first birth cer-

tificate, with unique registration num-

ber, free of charge.

i. Documents to archive: supporting doc-

uments of the mother, father (if identi-

fied), and the medical certificate of live 

birth, record of foundling, as described 

by the law.

1 Optional documents, which may be collected but 

should not deter the registration of the child:

• ID of the father or individual named as co-parent 

(if s/he is identified); 

• marriage certificate if parents are married; or 

record of civil union contract;

• a third person with an accepted ID is permitted to 

act as a witness in the event the birth has taken 

place outside the formal healthcare system.
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Additionally, the normative frame-

work to amend names, surnames, and sex 

should be considered, and the ICT system 

must be designed such that there is a record 

of change in the individual’s record. The 

recording of an event must be designed so 

that notes can be made in the event infor-

mation cannot be provided. For instance, 

if the father is unknown, the record should 

indicate that, rather than be left with a blank 

field.

There are many vital events for which 

civil registries can collect related informa-

tion. Some of this information may directly 

support the identification of familial rela-

tionships. These events include: 

a. birth of children (given names, surname);

b. marriage and/or civil union contract 

(with or without surname changes);

c. divorce or dissolution of civil union 

contract (with or without surname 

changes);

d. adoption (given name and/or surname 

changes); and

e. sex change (gender identification)

The following additional activities are 

optional and may be carried out by an autho-

rized agency (e.g., civil registry, civil identifi-

cation agency, ministry, police, or other, as 

specified by national decree). These include:

a. issuance of a unique identification num-

ber;

b. issuance of a national identity card;

c. issuance of a national/regional identity 

(usually together with an ID card); 

d. issuance of a passport that is compliant 

with the biometric features stipulated 

by the International Civil Aviation Orga-

nization; and

e. change of address.

2.3.2 Registration upon Birth Delivery

Ideally, a birth should be registered the 

moment a baby is born. ICT can support 

the registration of children born in public or 

private healthcare centers (as illustrated in 

Figure 2.2), as well as those born outside 

of these centers (e.g., directly online or by 

mobile phone). The information that can be 

transmitted can include, at a minimum, the 

following data: time, date, place of birth, 

and sex. This set of data is known as a “birth 

reference”.

In remote areas, when the delivery 

occurs, the person in charge (obstetrician, 

midwife) or some official close to the point 

of delivery (social worker) could use a mobile 

phone to alert the registration authorities by 

sending a clearly structured (predefined) 

message to a Registry Address including 

at least the following data: time, date, place 

of birth and sex of the newborn. This set of 

data is known as a “birth reference”. 

The birth information can be transmit-

ted online, offline, or by mobile applica-

tion. Online transmission requires sufficient 

national technology infrastructure that 

allows for high speed Internet connection. 

Where this is not possible, offline registra-

tion can be done by submitting the infor-

mation in batches as and when Internet 

access is possible. Submitting the records 

in paper format or on electronic storage 

devices, such as USBs or an external hard 

drive, that are transferred to a central unit 

are less desirable and more precarious 
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methods. (See Section 4.14 for the techni-

cal aspects of a mobile phone.) 

In using a mobile phone, one method-

ology is to use a unique directory number 

that identifies a subscription to a mobile 

telephone network (MSISDN). The noti-

fication of birth can be transmitted by 

mobile phone by an authorized person on 

a pre-formatted template, followed by sub-

mission in person of the paper medical cer-

tificate of birth at the civil registry. In the 

absence of this document, the authorized 

person can simply state the date, time, 

and place of the birth, at which point the 

mobile message is identified by the regis-

try, where it is transferred into digital form. 

Additional information relating to the name 

of the newborn and the authorized person 

is also entered at this point, preferably with 

evidence of an ID card or similar. The rele-

vant dataset is then automatically updated 

or amended and the authorized registrant 

is provided with a reference number relat-

ing to the digital birth certificate that can 

be issued to the family (see Section 4.14).

It is essential to take into account some 

key factors. First, the reference of the digital 

birth certificate, issued by the civil registry, 

does not replace the medical certificate of 

live birth, which the midwife or healthcare 

professional must complete. In fact, the 

birth reference substantiates the medical 

certificate of live birth. Second, the person 

transmitting the notification alert by mobile 

phone must be an authorized agent, regis-

tered at the civil registry and supervised for 

proper use of the mechanism. 

2.3.3  ICT Implementation in a Civil 

Registry

The application of ICT within the civil reg-

istry will enhance the process of registra-

tions, include the following: registry address 

including, at least, the time, date, place of 

birth and sex of the newborn. This set of 

data is referred to as a “birth reference”.2

a. Name of the process: electronic birth 

registration;

FIGURE 2.2:  Application of ICT with Regard to Birth Registrations in Health 
Service Centers

EVENT

Birth in a
health
service
center

ACTION

Input personal
 data into

digital record
(birth

reference)

ICT

Transmit
relevant
personal

data to the
civil registry

PROCESS

Initiate
birth

registration

PRODUCT

Birth
registered

and
certificate

issued

2 A birth reference is defined as a set of data used 

to report a birth that occurred outside of an autho-

rized healthcare facility, such as place, time, date of 

the birth and sex, along—if possible—with the iden-

tity of the parent(s), reported by a third party who 

possess a legal identity.
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b. Purpose: to generate a digital record of 

the identity of the individual and of the 

birth certificate;

c. Authorized applicant to start the pro-
cess: the authorized agent as defined in 

the national legal framework (mother, 

mother and father, legal guardian, etc.);

d. Documents required, including the reg-

istration submission:

 � mother’s ID (electronic authentica-

tion);

 � birth notification (already regis-

tered at the registry);

 � father’s ID (if he is identified) (elec-

tronic authentication); and

 � marriage certificate of parents 

(electronic authentication).

e. Responsible officer: only the officer(s) 

authorized to process the registration;

f. Registration approval: the registration 

process of a birth event begins and ends 

in the office of the approving officer;

g. Registration information: validation 

of mother’s and child’s name, date of 

birth, place of birth, and sex; addition 

of father’s name. At this point, a unique 

identification number may be assigned; 

h. Document to be issued: an original 

birth certificate in paper form and a dig-

ital print of the birth certificate; and

i. Archive: supporting documents to be filed 

(e.g., those of the mother and father (if 

he is identified) and birth reference data.

To facilitate ICT processing, the laws 

governing the structure and organization of 

a registry must not obligate the institution 

to only store documentation in paper form. 

It should be sufficiently flexible to enable 

digital storage. 

2.3.4  Corrections to and Amendments 

of Data

The normative framework should include 

the necessary procedures to correct regis-

tration errors and rectify omissions. Gener-

ally, there are two types of procedures to do 

this within a database: administratively, by 

order within the civil registry; and judicially, 

whereby the judge intervenes and compels 

the civil registry to make the correction.

The administrative order should be 

speedy, flexible, and less bureaucratic, espe-

cially designed to allow for swift and easy 

correction—within appropriate procedures—

of minor and easy-to-prove errors or omis-

sions that emerge within a record or as a 

result of a comparison with other public 

records. The norm should allow for the cor-

rection to be made by an authorized individ-

ual, either as part of the processing of data 

or as a request from the interested party, the 

latter of which should be addressed to the 

registry’s highest authority with supportive 

documentation. An opinion from the legal 

department of the civil registry should be 

sought, followed by an administrative deci-

sion that permits the change to be made 

to the registration. When the correction is 

deemed structural (i.e., a request to change 

a name, affiliation, place, or date of birth), 

the decision must be made by judicial pro-

cedure, which is more comprehensive, since 

it requires a greater comparison of docu-

ments, evidence, testimonial assessments, 

and a resolution by the court. In both cases, 

the corrections are usually processed on a 

hard copy. By applying ICT, the efficiency 

of the procedures can be increased by digi-

talizing the processes.



A digital record enables a registered individ-

ual or person to access, by way of an e-gov-

ernment application, his/her personal data that 

is stored on a civil registry database—either for 

validation purposes or for use by a third party 

agency. Should the individual discover that the 

corresponding dataset is incorrect or there is 

missing information, an update or amendment 

can be requested online through an electronic 

self-service mechanism. The individual will be 

asked to provide personal identification by way 

of a unique identification number or authenti-

cate himself/herself by providing a password or 

a digital certificate (if the latter has been pro-

vided with a Personal Identification Number 

(PIN)). The online request transmits to the civil 

registry for processing, and a new certificate 

can be emitted.

ICT Support for Correction and Modification of Records

B
O

X
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2.3.5 Exchange of Information

The exchange of information should be 

defined within the framework and the 

practice should be implemented in order 

to use, verify, and improve the quality of 

data. The term is usually associated with 

mitigating the risk of loss of information. 

Implementing institutional interoperabil-

ity depends not only on the technology 

itself; it also depends on having a sound 

legal framework that is secure, private, and 

accountable. 

E-government allows for three types 

of interactions. ICT design considerations 

for these are further discussed in Annex A. 

What should be noted is that for a govern-

ment registry to function electronically, it 

must be based on interconnected registries 

that have a secure level of authentication 

(i.e., features on identity cards), including 

a legal framework to support the manage-

ment of people’s identities. E-government 

is usually open only to citizens of a coun-

try, yet the civil registry is responsible for 

all the vital events that take place within its 

territory, regardless if it is an event of a cit-

izen or not. Sometimes the e-government 

system does connect with the civil registry 

specific for a country’s citizens. 

1. G2C (government to citizen): when one 

of the parties of the exchange is the cit-

izen;

2. G2G (government to government): when 

both parties of the exchange are govern-

ment bodies;

3. G2B (government to business): when 

one of the parties of the exchange is a 

private legal entity.

In order to exchange information effec-

tively and beyond technological means, it is 

essential to have a sound legal framework. 

Within this, the following characteristics 

should be defined:

a. objectives of the information exchange

b. form of the exchange

c. parties with which the civil registry is 

authorized to initiate the exchanges

d. definition of the data that can be 

exchanged between the parties

e. understanding by the user of the differ-

ence between the request and the ser-

vice provided
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f. obligation of the civil registry to act, by 

virtue of office, when a user reports an 

inconsistency or a missing registration

g. obligation of the civil registry to charge 

an appropriate fee for the service pro-

vided (see Section 3.1.3)

h. obligation of all parties to comply with 

the foremost principles of privacy, good 

faith, and accountability

Prior to exchanging information with 

an entity, the civil registry should assess 

the entitlement of the entity to request 

the information. In order to make the 

exchange, there should be a mutual under-

standing by the registry and the party of 

the following:

a. semantics of the information with respect 

to language and the software used

b. precise details of the data that will be 

exchanged, as well as the required fre-

quency

c. method of exchange

d. assurance of technical compatibility 

between security systems and measures 

to preserve the authenticity, integrity, 

and confidentiality of the transmission

e. hardware conditions and monitoring 

routines

f. procedures to follow should there be an 

instance of inconsistency in the regis-

ters or the discovery of no record

g. conflict resolution process

h. payment for services

i. acquisition description to make the 

exchange between the parties possible

j. validity period of the exchange agree-

ment

k. revision procedures

l. annex describing the institutional 

interoperability (see Annex A).

2.3.6 Communication Strategy

Using ICT for birth registration will require 

the acceptance of all stakeholders. This 

includes those who implement the new 

technology as well as those who will use 

the service. There may be reluctance to use 

an unfamiliar tool, leading to a lack of trust 

in the technology and in the use of cap-

tured data. Photography may not be wel-

come in a community, for instance. There 

may also be some hesitation if the pro-

file of the job is changed, raising concerns 

that it may jeopardize a person’s chance of 

employment. It is, therefore, important that 

all personnel are informed and are provided 

with the capacity building that is necessary 

for this technology. Stakeholders also need 

to understand that ICT will enable people 

to access the registration process and pro-

vide them with the services and benefits 

for which they are eligible. They will need 

to recognize that ICT will improve the reg-

istration process. Some countries, there-

fore, have developed a communication and 

information strategy that has been adapted 

to reach those communities where under-

registration is common. 

In Peru, information has been widely 

shared on the importance of and the need 

for identity documents. The information 

has been translated into various indige-

nous languages and is disseminated among 

communities in coordination with other 

public agencies that provide social ser-

vices. The law requires that anyone receiv-

ing government benefits have the right to 
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a government-issued identity document. 

On market days, the National Agency for 

Identification and Civil Registration (Reg-

istro Nacional de Identificación y Estado 

Civil (RENIEC)) offers real-time, online 

registration services, together with legal 

advice in the case of late registration, 

where an identity needs to be (re) estab-

lished. Birth certificates are issued immedi-

ately when the parent has an ID card. 

Legal Framework Checklist

Have the following issues been considered?

�� Adaptability: generate a legal framework that can introduce cultural, societal and 

technological changes as soon as they appear.

�� Compliance with ratified international conventions: the Universal Declaration of 

Human Rights and the Convention on the Rights of the Child must be taken into 

account in every legal framework.

�� Legal foundation: a framework that incorporates the registry structure. 

�� Protection of personal data: birth registration data is sensitive information and 

should be guarded. With the inclusion of ICTs in the process, emphasis has to be 

made on the need for security, which includes consideration for confidentiality, 

integrity, and availability (see Chapter 4 herein).

�� E-government–digital signature: if the government chooses to provide informa-

tion and services through ICTs, a regulation of the digital signature in order to 

provide legal validity to e-procedures should be provided.

�� Characterization of identity theft: to mitigate risk of misuse of personal informa-

tion. 

�� Birth registration procedures: definition and classification of all the procedures 

that take place in the registration offices. These regulations make it possible to 

answer the questions of what, who, when, where, and how procedures are made.
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The registration process depends on the consistent application of standards and pro-

cedures, qualified humans resources, adequate infrastructure, and sufficient financial 

resources. It can be particularly challenging when the civil registry is linked to politi-

cal cycles and officials may be transferred at random intervals, given that the opera-

tion and management depends substantially on specialized training and knowledge. 

This chapter will identify and provide a listing of the minimum administrative 

requirements for the sound management and supervision of a civil registry. The 

considerations relate to the interconnection and interoperability between local civil 

registry offices with their headquarters, as well as to the interoperability with other 

public agencies.

3.1 Management Capacity

The introduction of ICT can facilitate the birth registration process, although the 

training and knowledge required to use and operate the system will demand more 

specialization. The management capacity must be clearly defined, as must the 

potential risks associated with running and supervision of the registry, both at the 

central and local levels. 

3.1.1 Profile of Human Resources

To ensure that an ICT environment will offer a high quality of service, an organi-

zational chart that defines the roles and responsibilities of staff should be devel-

oped. This should be supported by a manual that includes a detailed description 

of the position and the required skills and experience. Qualified employees should 

be recruited within the rules and regulations of human resource management. 

Chapter 3

Administrative Framework 



TOWARD UNIVERSAL BIRTH REGISTRATION: A SYSTEMIC APPROACH TO THE APPLICATION OF ICT

18

To maintain a talented pool of employees, 

civil registry wages should compete with 

those in the labor market and staff should 

be offered stability and opportunities of 

job mobility. 

Job descriptions can strengthen man-

agement practices and guide managers 

who are in a supervisory capacity. Each job 

description should outline the responsibil-

ities of the employee and the tasks of the 

position. A performance evaluation process 

with appropriate criteria should be estab-

lished to provide staff with the opportu-

nity for promotion and job mobility. The job 

descriptions should include:

�� Identification: 

 � name of the position

 � location

 � immediate supervisor

 � subordinate positions

�� Definition of the position: objective and 

nature of the job

�� Functions and expected outputs

�� Requirements of the position

 � education—academic level

 � certificates (ICT, security, project 

manager, accounting, procurement, 

etc.)

 � work experience

 � specific knowledge

 � other requirements

�� Working conditions

 � facilities

 � technical tools for the position

 � level of responsibility

 � working hours

�� Relationships with others

 � internal suppliers

 � external suppliers.

On the basis of this description, the 

civil registry will be able to define the 

administrative requirements of the human 

resources department as follows:

a. Selection of personnel

b. Career planning

c. Performance evaluation

d. Training

e. Remuneration. 

The manual should include the concept 

of professionalism and ensure that each job 

is commensurate with the academic require-

ments of the position. Some positions (e.g., 

registration, analytical, and ICT manage-

ment) will require a technical or university 

degree. To develop a pool of talent will require 

continuous and, sometimes, extensive train-

ing. This is possible through technical and 

personal development programs that over-

lap or intersect in terms of their objectives. 

Personal development can have an impact 

on the development of the civil registry. 

With regard to technical development 

programs, by enhancing the competencies 

of employees and incorporating new proce-

dures and technological changes, civil reg-

istries will increase their efficiency and be 

able to develop new services. To employ 

an ICT system will require continuous train-

ing—approximately 50 to 60 hours a year 

for each employee—in order to maintain a 

high standard of efficiency. By investing in 

the training of staff through technology and 

personal development programs, civil reg-

istries will be able to maintain professional, 

up-to-date, and motivated staff. 

In terms of ICT personnel, the role of 

Service Manager should be highlighted. The 
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Service Manager is the professional who is 

responsible for organizing and supervising 

the IT department or for liaising and moni-

toring in the case of outsourcing. The Service 

Manager should be a highly qualified profes-

sional who understands the entire structure 

and each process of the civil registry. 

3.1.2  Back-Office and Front-Office 

Infrastructure

The design of the infrastructure of a civil 

registry must take into consideration the 

following three aspects:

�� employees should be offered the nec-

essary requirements to enable them to 

comply with back-office procedures;

�� individuals/users in the front office 

should be offered privacy and be made 

to feel welcomed and comfortable; and

�� individuals should be able to access 

the civil registry, especially those with a 

physical disability, and may use a wheel-

chair, as well as those who are blind. 

The back-office infrastructure requires:

�� adequate space for furniture, hardware 

and equipment, human resources, and 

archives;

�� adequate working conditions (climate 

control and staff security);3 

�� a business continuity plan (BCP), disas-

ter recovery plan (DRP), and an emer-

gency response plan in terms of risk 

analysis and mitigation; and

�� an in-house primary operational data 

center and a secure backup center in a 

remote location for ICT infrastructure.

The front-office infrastructure requires:

�� sufficient space for the public and cus-

tomer service employees;

�� a feeling of comfort by the public in the 

waiting area and by customer service 

employees;

�� BCP, DRP, and emergency response plan 

(ERP) in terms of risk and mitigation.

To ensure that the front and back 

offices remain fully operational, at least 10 

percent of the annual budget should be put 

towards maintenance and repairs, accord-

ing to a 10-country survey.4 A civil registry 

should have within its structure a depart-

ment that is responsible for the daily rou-

tine of monitoring and maintenance. This 

service can also be outsourced. 

So that individuals and families have 

access to the services of a civil registry, it 

is recommended that there is at least one 

permanent office with a personal or digi-

tal service (e.g., ATM, electronic kiosk) for 

every 100,000 inhabitants.5 The offices 

should be geographically distributed so 

that the largest regions of the country are 

3 An example includes locks or electronic access 

control systems on doors to protect valuable doc-

uments and papers. A policy relating to who has 

access should be in place.
4 IDB project RG-T2020, Good Practices in Civil 

Registries, recommends a minimum requirement, 

based on the interviews of 42 registrars at the 

national and subnational levels.
5 To establish an optimal quantity of offices in 

order to efficiently fulfill the services of a Civil Reg-

istry may prove inaccurate. Thus, a minimum num-

ber of customer service offices is indicated. In the 

last decade, there has been substantial implemen-

tation of ICT systems in the public sector so as to 
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included, with strategic ones placed where 

there is a likelihood of nonregistration. They 

should also be located near hospitals with 

maternity wards, schools (for those chil-

dren who are not yet registered), and social 

assistance centers (i.e., areas where fami-

lies and their children congregate). 

Mobile offices may be set up in those 

small or isolated towns where the cost of 

a permanent office may not be justified 

or, alternatively, virtual registration can be 

offered. The latter solution can relate to 

registrations within the healthcare and edu-

cational systems, or in the case of isolated 

groups, such as refugee camps, or where 

ethnic groups or immigrant populations 

reside due to integration issues.

3.1.3 Financing Arrangements

The cost of transitioning from a paper-

based environment will require additional 

resources, financially and administratively. 

To introduce, upgrade, and maintain ICT 

will require resources. It may also require 

an adjustment to the distribution of funds 

within the budget. As with other public and 

private institutions, a civil registry requires 

resources to fulfil its mandate, improve the 

quality of existing services, and/or provide 

new services. The introduction of ICT for 

civil registration requires substantial finan-

cial investment. However, a detailed dis-

cussion of the financing arrangements and 

structure is beyond the scope of this publi-

cation given that it would prove difficult to 

address only the financing requirements for 

birth registration. 

The fact that a registry does not have 

the characteristics of a conventional public 

good will prove challenging in the search 

for resources, despite it being a state ser-

vice par excellence (only the state can cer-

tify a person’s identity). Conversely, since 

the services it offers to the individual or 

third party entity must be prevented by the 

registry from being used by other individu-

als or third parties, the registry can impose 

fees, thus reflecting the characteristics of 

private goods. Furthermore, the exclusion 

principle that applies when one individual 

or entity prevents the other from using the 

information enforces that the registry can 

be viewed as a private good. These two 

characteristics illustrate that the civil regis-

try is, indeed, able to charge fees for ser-

vices and thus generate its own resources.

Civil registries, therefore, have three 

financing alternatives: (i) own resources; 

(ii) resources from the government bud-

get; and (iii) resources from international 

organizations. Each of these sources may 

or may not be available to a civil registry, 

depending on the economic, administra-

tive, and legal conditions of each country, 

province, or municipality. The advantages 

and disadvantages of each alternative are 

evaluated below, and a summary of options 

and considerations is provided in relation to 

financing mechanisms that are appropriate 

for a civil registry.

make it easier for society to access the services for 

which they are eligible without having to physically 

access the relevant offices. A practical distribu-

tion of registration offices can be one per 100,000 

inhabitants. The calculation is based on a rate of 

about 20 birth registration on average per office 

per week. According to the World Bank (2015), the 

highest birth rate in 2013 was nearly 50 births for 

every 1,000 inhabitants over an estimated average 

of 250 working days.
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The folllowing focuses on the financial 

implications and mechanisms in relation to 

birth registrations and the provision of rele-

vant certificates. At the same time, the rec-

ommendation for providing the service for 

free will be borne in mind.6 

3.1.3.1  Own resources
The generation of own resources signifies 

that the civil registry must calculate a fee 

for each service that it provides. The rate 

is calculated by estimating the sum of all 

the expenses (current and capital) that the 

civil registry makes to produce a quantity 

of services, divided by the number of ser-

vices, thus resulting in a per unit cost (fee).

The services that can be priced include 

the vital event registrations (including the 

issuance of event certificates) and the 

provision of information to public and pri-

vate organizations. Both require a sepa-

rate analysis.

With regard to vital event registrations, 

the civil registry must ensure the registra-

tion of all births, with the issuance of birth 

certificates. Given its importance, birth reg-

istration is a procedure that should be free 

of charge to the public. If the cost is charged 

to a public entity, the amount should be 

calculated by basing it on the quantity of 

procedures carried out, multiplied by the 

unit cost. This will avoid the need for an ad 

hoc budget and the civil registry will have 

its own source of income and will still be 

able to provide the service free of charge 

to the public. This rate scheme can also be 

applied in the case of divorce and death 

registrations. In cases where individuals, 

themselves, seek the services of a civil reg-

istry, such as requesting additional copies 

of certificates of any event, a fee can be 

charged for each process. 

In sum, each service should be priced. 

A fee may be charged to the public if they 

request duplicate certificates. Alternatively, 

the cost should be charged to another 

public organization when the recording of 

events is in the interest of the state, as is the 

case for births and deaths. 

Some countries (e.g., Chile, Rwanda, 

Brazil) have worked out a system of “cross-

subsidies” from other agencies or registries 

to be able to provide free birth registration 

and a free first birth certificate.7

In terms of providing information at the 

request of other public or private organiza-

tions, the stipulation should be to charge 

the third party for the amount of the data 

received. Public organizations may repre-

sent healthcare, education, social security, 

police, migration, and electoral services, 

while private entities can be banks, finan-

cial institutions, insurers, utility services, 

and real estate companies, among others. 

Furthermore, it should be taken into 

account that the fee charged for providing 

6 Human Rights Council, Resolution A/HRC/28/L.23, 

unanimously adopted in March 2015 (United Nations 

General Assembly, Human Rights Council, 2015). “Fur-

ther calls on States to ensure free birth registration, 

including free or low-fee late birth registration, by 

means of universal, accessible, simple, expeditious and 

effective registration procedures, without discrimina-

tion of any kind.” The Implementation Handbook for 
the Convention on the Rights of the Child (UNICEF, 

2007) states that birth registration should be free. It 

also states that fines or charges for late registration are 

counterproductive and a hindrance to birth registration. 
7 The “Convention on the Rights of the Child” (UN, 

1989) states that birth registration should be free. It 

also states that fines or charges for late registration are 

counterproductive and a hindrance to birth registration.
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information is different from that applied to 

the registration of vital events. To calculate 

the information fee, the sum of the current 

and capital expenses that the civil registry 

must have in order to provide a service of 

high quality to those seeking identification 

data is divided by the amount of data pro-

vided. The more demand there is from the 

public and private organizations that seek 

that data, the less the fee will be.

The fee charged for releasing informa-

tion may cover the cost of registration pro-

cesses. As such, the third parties (public 

and private organizations) that seek to ver-

ify vital events would co-fund the registra-

tion service. 

The advantages of civil registries hav-

ing their own resources include:

�� ability to maintain stable financial re-

sources, increasing at the same rate as 

expenses;

�� bonus schemes for personnel can be im-

plemented, dependent on the number 

of services and the volume provided;

�� potential for financial independence by 

not having to rely on the political de-

cisions of ministries or higher levels of 

government;

�� potential for a yearly budget and the 

ability to estimate costs and invest-

ments with more accuracy.

The disadvantages are:

�� the resulting fee may result too high 

for certain procedures, especially for 

low-income citizens;

�� a more complex, electronic accounting 

system may be needed; 

�� a highly trained staff will be required in 

all relevant positions; and

�� there may be a need  to cover possible 

deficits.

3.1.3.2  Resources from national or 
subnational budget

The central or subnational government 

budget is an alternative funding source for 

a civil registry, whereby the civil registry 

would have its own budget, approved by 

parliament each year. The budget would be 

based on estimates calculated by the civil 

registry and would be dependent on the 

budget of the state treasury.

For transparency and governance pur-

poses, the civil registry must prepare, each 

year, a proposed plan of activities with an 

estimate of the resources required. The 

transfer of funds depends on the governing 

economic authority—usually the ministry of 

finance or budget secretary—and whether 

there are available resources for the regis-

try. The advantages of this type of financ-

ing are:

�� there is no need for a complex account-

ing system, since the budget does not 

depend on production;

�� there is income stability, since funding is 

automatically transferred each year; and

�� free-of-charge services can be applied, 

given that the resources originate from 

a third party.

The disadvantages are:

�� lack of incentives for employees, as the 

income flow is not related to efficiency 

or volume of services provided;
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�� risks of underfinancing due to:

 � political differences between civil 

registry and other authorities;

 � low capacity to lobby within the 

confines of the public sector budget;

 � potential for a government fiscal 

crisis; and

 � rising inflation, leading to a shortfall 

in resources.

�� potential loss of efficiency and effec-

tiveness on the part of the registry due 

to lack of incentives and risk of under-

financing.

Civil registries in many countries 

depend on another government agency for 

their funding resources. While there are no 

further advantages to those listed above, 

there is one additional disadvantage: the 

potential for struggles between the fund-

ing body and the civil registry.

3.1.3.3 Funds from international agencies
The lack of resources, low institutional 

capacity, disinvestment and/or a drop in the 

quality of the services may offer an oppor-

tunity for civil registries to access special 

funding through international development 

organizations—usually classified as techni-

cal cooperation (nonrefundable)—or from 

government debt under favorable condi-

tions. These avenues are generally con-

sidered unusual and more appropriate for 

institutional investments and improvements, 

rather than running costs. The advantages 

of external financing are the following:

�� ideal for long-term investments, as they 

involve large amounts which can be re-

paid under favorable conditions;

�� financing can be combined with techni-

cal capacity building and logistical sup-

port; and

�� provides political independence, since 

funds are specifically allocated to the 

civil registry.

The disadvantages are the following:

�� not all civil registries can access this 

type of funding, since countries may 

face resource challenges or may priori-

tize other types of investments;

�� approval from other government bod-

ies (e.g., ministry of finance, Office of 

the President) may be required, de-

spite the fact that there is no political 

risk; and

�� funding is complementary due to their 

extraordinary nature.

3.1.3.4 Summary of financing options
The previous analysis suggests that the dis-

advantages and advantages of the three 

sources of funding can complement each 

other rather than act on their own. Based 

on this, a funding scheme can be struc-

tured as follows: 

a. Fees: finance based on production, with 

the capacity to compensate employees 

for their work;

b. State budget: provides revenue stability;

c. Funding from international develop-
ment organizations: ability to access 

loans for technical capacity and improve-

ments under favorable conditions.

The ideal financing scheme should 

be structured in such a way as to take 
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advantage of the benefits. Figure 3.1 illus-

trates civil registry services and the funding 

needed to carry them out. 

With this financing structure, wages 

would be stable, since the funding would 

originate from the public budget, provid-

ing the appropriate legal framework corre-

sponding with public employment policies, 

which tend to remain constant (e.g. produc-

tivity incentives through a bonus scheme, 

investment in inputs and maintenance by 

way of fees). Furthermore, the favorable 

conditions and potential technical capac-

ity offered by international development 

agencies would enable the implementation 

of new systems. 

3.1.4 Strategic Business Plan

The importance of having a strategic busi-

ness plan is often underestimated. It should 

be a part of the operational plan, providing 

the basis for future planning and serving as 

a tool to monitor activities taking place. It 

also takes into account the deviations that 

have occurred and the reasons for them.

One of the activities that falls within the 

responsibilities of a strategic business plan-

ning office is the development of indicators 

for monitoring purposes. With the introduc-

tion of ICT, the impact of this on the regis-

tration process is important to manage and 

to monitor. Examples of queries that may 

help develop the plan include:

a. How is the civil registry operating as a 

whole?

b. What processes are required to detect 

potential issues?

The business plan would also be clear 

on the introduction of ICT. It is proposed 

that the transformation process should 

start by introducing each new component 

within the system while, at the same time, 

piloting the required staff training program 

so that it can be gradually extended to the 

rest of the civil registry. This approach will 

require sufficient technical knowledge and 

careful monitoring to ensure that each new 

process has a positive impact on workload. 

3.1.5 Indicators

Indicators are a key element in manag-

ing performance. Selected with care, they 

will identify the disparities between current 

FIGURE 3.1:  How to Organize the Financing 
Scheme for the Civil Registries
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and future situations and help resolve them. 

The results should produce incentives that 

will improve the efficiency of staff. Caution, 

however, is required so as not to distort the 

measurements, which could lead to false 

results. In order to prevent the possible dis-

tortion of results, the following tips can help:

a. Ensure that staff is involved in the devel-

opment, application, and improvement 

of indicators.

b. Raise awareness of the fact that the 

indicator will not be used as a measure 

for disciplinary action but, rather, for the 

improvement of performance.

c. The time to develop an improvement 

plan is when productivity is low. 

d. The improvement plan should define 

the responsibilities and achievements 

of the individual.

e. Measure compliance of the improve-

ment plan with the indicator results.

f. If the indicators do not improve, review 

the improvement plan.

The characteristics that an indicator 

must include are:

a. objectivity

b. accuracy

c. comparability

d. relevance to decision-making

e. user-friendliness

f. reliability (must be independently ver-

ifiable) 

g. measurability

h. specificity. 

To develop the indicators, the following 

questions should be posed:

a. What will be measured?

b. Who will carry out the measuring?

c. Which measuring method will be used?

d. How often will the measuring be under-

taken?

e. Who is interested in the result?

f. What are the outcomes of the results?

The indicators can be divided into four 

types:

a. Indicators to measure resources: to 

quantify available resources (human, 

material, and financial) that the civil 

registry needs to carry out its activities.

b. Indicators to measure internal pro-

cesses: operational indicators for man-

agement and internal controls, used 

to quantify an intermediate objective 

(input) for other processes, which when 

evaluated together, will serve the popu-

lation (outcome).

c. Indicators to measure products: to quan-

tify the goods created and the services 

provided by the civil registry office.

d. Indicators to measure results: to quan-

tify the effectiveness of the services 

provided.

These indicators influence the opera-

tional dynamic of the civil registry. They are 

illustrated in Figure 3.2.

The most important elements to mea-

sure within each set of indicators—relevant 

to the national context and civil registry 

responsibilities—are the following:

a. Indicators to measure resources:

 � geographical coverage

 � infrastructure
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 � human resources

 � legal framework

 � current spending

 � investment spending.

b. Indicators to measure internal processes:

 � management capacity

 � procedures: times and costs

 � ease in accessing services

 � introduction of ICT system on pro-

cesses

 � use of nonconventional registration 

methods

 � relations with social services

 � education

 � healthcare

 � social security

c. Indicators to measure products:

 � vital event registration

 � certificate issued

 � information

 � vital events

 � Unique ID and passport.

d. Indicators to measure results:

 � actual registration rate

 � time required to complete a regis-

tration

 � timely reporting of vital statistics.

The final result will produce two out-

comes: one to benefit the individual and the 

other to benefit the policy plan. Monitoring 

the impact of ICT on these indicators, as 

each component is introduced, provides 

a guide on the adjustments to be made, 

whether the structure and process is rec-

ognized as beneficial for national applica-

tion or whether it is having an impact on 

the efficiency and effectiveness of registra-

tion. When organizing the indicators, a cat-

alogue should be made with the following 

aspects:

�� Indicator code: number assigned to the 

indicator with respect to its place within 

the catalog, taking into consideration 

the sub-category.

�� Type: distinction that is assigned to the 

indicator with respect to the typology 

adopted in the development of indicators 

(resources, process, product, results).

�� Definition of the formula: the compo-

nents and the relationships for the indi-

cator calculus.

�� Disaggregation: indicates the levels at 

which the indicator will be arranged.

�� Baseline: the value at the initial date, es-

tablished to carry out the measuring; it 

is used as a reference to measure the 

progress toward the achievement of 

objectives.

�� Objective: the value that the indicator 

must reach.

FIGURE 3.2: Operational Dynamics of a Civil Registry
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�� Term for achievement of the objective: 

date at which it is expected to reach the 

proposed value as the objective of the 

indicator.

�� Measurement frequency: time at which 

the measuring is carried out (daily, 

weekly, quarterly, biannually, annually).

�� Sources: offices that will provide neces-

sary data to calculate the indicator.

�� Office responsible for the indicator: 

office in charge of supervising and re-

viewing the necessary data to calculate 

the indicator, according to the formula 

established in the technical data sheet.

�� Monotoring of the indicator: the prog-

ress or setbacks of the indicator from 

the measurements completed on the 

established dates.

3.2 Internal Controls

3.2.1 Type of Audit and Timing

The functions and responsibilities of a civil 

registry involve not only the registration of 

vital events, but also the generation of infor-

mation about the events. It is, therefore, 

important to guarantee the reliability of data, 

especially in view of increasing accountabil-

ity on behalf of the State. The State, as well as 

the civil registry, must assume responsibility 

for their actions, decisions, and the services 

they provide to civil society. It is essential to 

undertake an audit to ensure that the activ-

ities carried out by the registry are in accor-

dance with economic and legal principles 

and that they are effective and reliable. 

Audits are carried out internally and 

externally. The internal audit will verify com-

pliance of procedures, review achievements, 

and inform the management of develop-

ments. The external audit is an independent 

technical assessment of the work, authen-

ticity, and integrity of the civil registry. The 

objective of an external audit is to inform 

government authorities and civil society 

about the quality of data that is generated 

from the civil registry. Other types of audits 

include:

a. Financial. The financial audit evalu-

ates financial statements, ensuring that 

the results are factual and comply with 

required accounting standards. It is the 

responsibility of the civil registry to pre-

pare quarterly financial statements and 

annual balances for review.

b. Systems and procedures. The sys-

tems and procedures audit assesses 

the appropriateness of procedures and 

operating systems and the extent to 

which they conform to the institution 

in achieving its objectives. Manuals of 

operations and ICT also are examined, 

including the security measures that 

are in place to prevent the unauthor-

ized use of data (see Section 4.6). An 

audit of security measures, in particular, 

is important given that it can detect vul-

nerable areas for potential corruption or 

economic loss within the institution and 

will highlight the behaviors or actions 

that do not conform to the principles of 

transparency and governance.

c. Efficiency. The efficiency audit is similar 

to a systems and procedure audit, except 

that is more sophisticated. It establishes 

whether the management of the civil reg-

istry complies with economic and effec-
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tiveness principles; that is, whether the 

institution achieves its results by the least 

possible means in terms of resources. In 

addition to assessing the compliance of 

systems and procedures, the efficiency 

audit will evaluate whether:

i the institution has acquired the appro-

priate amount of resources in terms of 

quality and cost effectiveness;

ii it protects and properly maintains 

its resources;

iii it avoids the duplication of tasks 

and the execution of activities that 

do not add value to its procedures;

iv it prevents idleness and an exces-

sive number of staff;

v it has an appropriate system of 

management indicators to measure, 

inform, and assess the financial sta-

bility of the institution and be able 

to achieve results; and

vi it has an internal control system to 

prevent fraud.

When applying ICT, therefore, one 

question is whether its introduction has 

an impact on the efficiency of the orga-

nization.

d. Project. The project audit is a spe-

cial appraisal to ensure the appropri-

ate management of a specific project or 

plan of action. It is only applied when 

high-level authorities of the registry or 

government wish to learn about the 

operation of the project (e.g., special 

initiative to reduce under-registration, 

digitalization of files, implementation of 

ICT system and network.). The evalua-

tion would seek whether:

i the objectives of the program are 

appropriate, realistic, and practical;

ii the project achieves the desired re-

sults;

iii there are elements that may prevent 

satisfactory outcomes or impacts;

iv it complies with the established 

procedural regulations of the proj-

ect; and

v the project complies with the eco-

nomic principles and effectiveness.

e. ICT system and network. There should 

be an internal and external auditing pro-

cess of the ICT system (i.e., system, net-

work, application, processes, among 

others). The internal audit should be 

continuous and is carried out by a team 

from the civil registry. The senior man-

agement can adjust the system or spec-

ifications to respond to the needs of 

the registration procedures, as well 

as the need for upgrades. The exter-

nal audit is carried out by experts who 

do not have the authority to introduce 

changes; only to report on their findings. 

An audit should concentrate on the exis-

tence of and adhere to good ICT (secu-

rity) management practice (which may 

include checking drivespace capacity); 

it must address such things as Internal 

Identity & Access Management capa-

bilities of and for the ICT system itself 

(who has which access, granted by 

whom, when, etc.). This includes pri-

vacy and “segregation of duty” issues. 

ICT operations quality (regular updates 

of operating systems and applications are 

performed; antivirus updates are regular; 

firewalls are active and rule set clear; access 

logs are checked and investigated for fraud/

compromise). The server capacity and the 
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privacy settings, as well as the IT security 

audit, are key to address any vulnerabilities. 

The frequency of the audits depends 

on the type applied. Internal audits are 

advised on at least a quarterly or bian-

nual basis due to their purpose as an inter-

nal management control. An external audit 

may take place once a year, since it is a tes-

timony of the accuracy of the documents 

issued by the institution. Systems and pro-

cedures audits and efficiency audits should 

take place regularly to prevent any devia-

tion from management regulations. Finan-

cial audits can be done annually, while the 

project audit is at the request of interested 

parties to review the appropriateness and 

the results of the project.

3.2.2 Quality Management Principles

In order to meet the needs of civil society 

and stakeholders, a set of international stan-

dards (set by the International Organization 

for Standardization (ISO) and the Interna-

tional Electrotechnical Commission (IEC)) 

should be applied: ISO/IEC 9001 (ISO/IEC, 

2008). This tool assesses the quality of infor-

mation provided by the appropriately certi-

fied auditors, thus guaranteeing the integrity 

of the information. The application of these 

standards sends the message that the civil 

registry aims to achieve efficiency and effec-

tiveness in the execution of its tasks.

3.2.3  Routine Crosschecking for 

Consistency 

The practice of crosschecking databases for 

consistency is essential in terms of internal 

monitoring and auditing, in order to ensure 

the credibility and reliability of data. Users 

of data expect consistency; if, however, they 

should find any inconsistency, doubts as to 

the quality of the data will arise. The applica-

tion of methods to ensure consistency of data 

is vital to the credibility of the civil registry.

The database of a civil registry is a legal 

one that provides documents that may facil-

itate an individual’s ability to access social 

benefits, healthcare, and education, among 

others, while other private and public sector 

organizations have administrative databases 

in place to operate their business. Cross-

checking the data that is exchanged can 

ensure consistency in both databases. For 

example, the biographic data of individuals 

in an administrative database within a gov-

ernment ministry (third party) can be cross-

checked against that held at the registry and 

vice versa. Feedback of any inconsistencies 

found would be provided to the third party 

who will contact the individual whose data 

it is for correction or for supplemental infor-

mation.8 This does not entail full sharing of all 

information (see Annex A). This will improve 

the quality of data in both institutions. 

Data errors occur during uploading. 

Typical errors can be classified as follows: 

a. No application of electronic systems 

(ICT): the main source of errors is hand-

written documents by front- and back-

office employees who make mistakes or 

are unable to read the handwriting of 

others. 

8 Should the civil registry not issue unique registra-

tion numbers, the inconsistency will need to be cor-

rected by the institution responsible for its issuance 

so that, ultimately, the data from the birth registry 

matches the the data in the other institution.
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b. Inappropriate application of ICT: this 

can occur frequently when a handwrit-

ten document is digitized and the tech-

nical revision (digitizing) is not carried 

out appropriately.

c. Inappropriate processing when elec-

tronically uploading. The uploading of 

the data may not be adequately moni-

tored, thus affecting its quality. This can 

be prevented by ICT applications, which 

incorporate algorithms to detect incon-

sistent data and alert the processor to 

check it. 

d. Length of intervals between collec-

tion of data and electronic uploading. 

The longer the time span between hav-

ing gathered the data and its electronic 

upload, the more potential for errors 

and the challenges to correct them 

(e.g., staff turnover, difficult access to 

civil registry by families living far away).

To establish the consistency of aggre-

gated data, it may be necessary to seek 

expert assistance (e.g., demographers, 

experts in sanitation, statisticians) who are 

able to analyze behavioral patterns and 

carry out causality analyses of birth rate 

data in specific populations (poor people, 

ethnic groups, immigrants). It is also possi-

ble to resort to categorizing the data in the 

following way: 

a. Acceptable data: conform to the stan-

dards suggested by specialists, the 

majority of which cannot be suspect, 

despite the fact that not all the registra-

tion data may be accurate.

b. Suspect data: presence of an inconsis-

tency, based on the projections done 

by a specialist and requiring an exami-

nation of the source or contact with the 

affected individual. 

c. Erroneous data: There is no coherence.

In sum, to implement credible data-

bases can be a costly and long-term pro-

cess. The presence of inconsistencies can 

immediately impact the credibility of an 

institution and, therefore, the constant 

practice of data crosschecks is essential.

3.2.5  Routine Processes to Prevent 

Errors

The carrying out of error analyses is essential 

to ensure the adequate operation of a civil 

registry. The objective is not only to correct 

the errors but also to learn from them, so 

as to improve procedures. Routine analyses 

are a best practice for any organization that 

seeks to achieve efficiency and effectiveness.

An error should be assumed to have 

been the result of an involuntary human act 

rather than one that is inexcusable. Rou-

tine checks should be made on a weekly or 

fortnightly basis (no longer than a month). 

Should errors be detected, emphasis 

should be placed on identifying the type of 

error, frequency, suspected cause, result, 

and suggested means of preventing reoc-

currence. Blame should not be held against 

the staff member believed to be respon-

sible for the error; in fact, it is important 

to ensure anonymity in the error detec-

tion process. The type of error can include 

those that relate to electronic uploading, 

procedures, documentation, loss of infor-

mation, inconsistencies, among others. The 

nature of an error is classified as follows:
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a. Error of a random nature: hard to detect, 

suggesting that it was hardly avoidable; 

presented randomly.

b. Error of a particular nature: Failure is 

consistent and, therefore, the cause can 

be identified; once the cause is iden-

tified, it is possible to create a rule to 

prevent it from re-occurring by incor-

porating it into a specific practice and 

training plan, in addition—if necessary—

to infrastructure development and the 

strategy of necessary inputs. 

All organizations are prone to errors. 

Those, however, which are close to achiev-

ing efficiency, will make errors mostly of a 

random nature. Those that need improve-

ment will experience errors of a particular 

nature.

Once the nature of the errors is estab-

lished, the causes should be examined as 

follows:

a. Human error: generally caused during 

manual procedures due to involuntary 

distraction or repetitive actions that can 

be prevented by automation (i.e., ICT 

system applications). In nonautomated 

procedures, training should be provided 

so that relevant personnel are aware 

that this part of the procedure must be 

checked whenever it is applied.

b. Ignorance: the procedure should be 

improved and training should be pro-

vided to relevant staff.

c. Errors of interpretation: an agreement 

should be made with respect to which is 

the best way to carry out the procedure. 

Rules should be updated as a result, and 

relevant staff should be retrained.

d. Lack of engagement: Cause is detected 

when the error is repeated and the other 

causes are dismissed, especially in rela-

tion to ignorance and interpretation. 

In this case, lack of motivation may be 

the cause, generally as a result of weak 

departmental leadership or the lack of 

resources. The lack of responsibility on 

the part of a staff member may also be 

the cause, prompting possible dismissal 

from the organization—a last resort after 

eliminating all other causes for error.

Errors can be corrected by providing 

training and improving procedures. Since 

automation can prevent human error and 

facilitate the correction of data more effec-

tively, having an ICT system and network 

in place is essential. For example, the use 

of a computer can correct a procedure by 

way of a parameter within a program with-

out the influence of management and staff. 

In contrast, a human being requires moti-

vation, training, supervision, and an assess-

ment of the action.

Not all procedures can be automated, 

however. Many will still depend on human 

activity. It is important, therefore, to reduce 

the stages of electronic data transference. 

By first uploading data electronically, it pro-

vides the opportunity to establish filters 

in the fields to prevent the most common 

errors. These fields can only be completed 

with letters or numbers, specific formats 

for the dates, auto-filling, filters and/or 

drop-down menus for addresses, sex, etc. 

With an ICT system in place, errors will be 

reduced and alerts can be incorporated, 

should the data input deviate from previ-

ous registers.
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A fully automated system will not 

totally exclude error, however, and frequent 

checks for errors are essential. A systems 

correction can be more damaging than one 

that is made in a manual environment. 

The occurrence of errors should be 

viewed as an opportunity to learn, rather 

than a mistake that requires disciplin-

ary action. To improve performance, staff 

members need to learn from their own mis-

takes and those of others. It is therefore 

important to set a routine to hold weekly 

or fortnightly departmental meetings as a 

means to examine the errors.

3.3 Outcome Measurement

3.3.1  Overcoming the Barriers to 

Timely Birth Registration with ICT 

Birth registries provide a country with the 

number of births that take place within a 

specific geographic area and within a par-

ticular year. They also provide information 

relating to the number of births that have 

been registered within the same period. 

There are a number of socio-cultural, eco-

nomic, and institutional challenges to over-

come in order to reach universal birth 

registration. The responsibility of timely 

registration to overcome under-registration 

lies not only with the civil registry, but also 

with the family. The introduction of ICT can 

be an important tool to overcome some 

of the barriers, particularly by facilitating 

access by reaching out and bringing the 

registration services to the communities.

The main challenges can be catego-

rized as follows:

A. Challenges relating to population/reg-

istrant include:

a. Accessibility to the civil registry: 

long distances, lack of roads, trans-

portation costs, or any other access 

issues.

b. Lack of knowledge: lack of aware-

ness of the existence or importance 

of a civil registry and its mandate; 

lack of awareness of the impor-

tance of registering a birth for the 

child’s future.

c. Lack of documentation: medical 

certificate of live birth and/or the 

mother’s ID card

d. Family structure: lack of collabora-

tion on the part of the partner to 

carry out the process, absence of 

the father, discrimination against a 

single mother. 

e. Socio-cultural issues: language bar-

rier, tradition, social exclusion. 

f. Health problems: mother or newborn.

B. Challenges relating to the civil registry 

include:

a. Passive attitude: expect people to 

register in person with the appro-

priate documentation.

b. Logistical problems: lack of 

resources to operate adequately.

c. Management problems: poor lead-

ership and organization, leading 

to inefficiency (loss of resources); 

unable to reach certain populations 

(e.g., refugees).

d. Low and/or poor interrelationship 

with third parties: lack of a feed-

back system when collaborating 

with other public entities and pri-

vate users to verify identities.
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e. Communication: lack of outreach 

and awareness raising.

f. Legislative issues: not able to regis-

ter all children born in the territory,

“Only what can be measured can be 

changed,”9 and to establish a baseline to 

measure improvement it is crucial to estab-

lish certain criteria.

3.3 Client Satisfaction

The civil registry provides an important ser-

vice to individuals as well as to other parts 

of government. ICT may support this ser-

vice by providing quicker and more accu-

rate data in a timely manner. It is important 

to monitor the quality of the services, and 

in this, user surveys may assist. 

3.4.1 Satisfaction of the Beneficiary

The civil registry can improve its processing 

practices within two principal time frames: 

(i) the period between the birth and the 

legal registration of the child, and (ii) the 

period between the legal registration of 

the child and the delivery of the certificate. 

The first relies on the responsibility of the 

parent(s) of the child while the second has 

the direct influence of the civil registry. 

The time it takes from registration to 

the issuance of the certificate should be 

as short as possible so that the individual 

holds an authentic hardcopy document as 

proof of registration, especially in the case 

of database damage, assuming that the 

procedure is not done online. Furthermore, 

given the challenges for some people to 

physically access the civil registry, it is rec-

ommended that the original/first birth cer-

tificate be issued on the first visit. An ICT 

system will enable certificates to be issued 

immediately and ensure that copies are 

always available online. 

For the person, the birth registration 

may be required to access services, and it 

is also the basis on which other documen-

tation is provided to an individual by the 

civil registry. These enable the individual 

to travel outside of the country (passport) 

and request other documentation, such as 

a driver’s license or credit card (ID card). 

Furthermore, such documentation may 

provide the authority for the individual to 

take part in state and national elections.

The use of ICT may increase customer 

satisfaction by reducing the time it takes to 

process the birth certificate. An individual 

will interact with the civil registry at various 

stages of his/her life (e.g., birth of a child, 

marriage), as well as to request copies of 

vital event certificates. As with any orga-

nization, the quality of service is of prime 

consideration, especially with regard to 

the issuance of birth certificates. A warm, 

welcoming atmosphere and the courteous 

and speedy attention of staff is important. 

In particular, when interfacing with vul-

nerable populations e.g., (the poor, ethnic 

minorities, undocumented migrants, and 

refugees), efficiency is key to ensure that 

processes are adequately carried out and 

that there is no risk of rejection of these 

populations on the part of third-party users. 

To respond to the expectations of 

the population, the civil registry should 

9 Attributed to Sir Isaac Newton.
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undertake a public survey as a means to 

evaluate the registry’s strengths and weak-

nesses before and after introducing ICT. 

The research can be done internally or 

externally. Surveys are useful to gauge the 

degree of public satisfaction with respect 

to the processes carried out and the behav-

ior of staff towards the customer. Surveys 

are indicative of areas for improvement as 

well as whether other services are needed.

The following criteria relates to cus-

tomer service feedback:

a. Profile of the client: sex, age, educa-

tional level, profession, ethnic group, 

nationality, distance to the civil registry 

office, among others. 

b. Quality of the process on the part of the 

client: waiting time, duration of the pro-

cess, resolution of issues, satisfaction.

c. Quality of the service area: atmosphere 

and comfort of the service office.

d. Opinions and suggestions. 

e. Comparison of the civil registry service 

with other public or private organiza-

tions.

Based on the characteristics of the 

individual, the information is disaggregated 

by user profile to detect weaknesses in the 

service. These are critical to the birth reg-

istration process, taking into account the 

educational level, ethnic group, nationality, 

distance from the registry, among others. 

There are three types of satisfaction 

surveys:

a. Written feedback is obtained from the 

individual at the end of each visit to the 

registry. 

b. Sample feedback is obtained from peo-

ple who visit the registry (exit poll).

c. Surveys are placed at the disposal of 

the client.

The first type will capture the feedback 

of all clients. While some may try to avoid 

the survey or refuse to provide feedback, 

the majority will do so, providing a suffi-

cient basis for a comprehensive and accu-

rate analysis. The benefits are the following:

a. Quality of service.

b. Quality of the responses will be good, 

given the proximity of the service.

c. The results can be evaluated by the cus-

tomer service desk.

On the other hand, the following limita-

tions need to be considered:

a. High cost, since it involves an admin-

istrative process that includes staff, 

infrastructure, ICT applications, and pro-

cessing.

b. Surveys are not extensive (i.e., few ques-

tions are posed to enable the feedback 

of every client).

The second kind of survey is similar to 

the first, except that it captures only a sam-

ple of the clientele. The benefits, however, 

of this method over the previous are:

a. Survey is voluntary and can be length-

ened to include various other aspects 

for a more in-depth analysis.

b. Cost effectiveness is achieved, given 

that there are a lower number of respon-

dents.
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The disadvantages are the following:

a. The results may not be significant to 

some offices.

b. The survey may not provide the custom-

er service desk with sufficient feedback.

A third alternative is to place the sat-

isfaction survey at the disposal of the user. 

This option, however, is not recommended 

as it has no statistical value. The self-selec-

tion process for obtaining the inputs may 

be a biased group of users. The reason for 

this is that people, in general, are skepti-

cal as to the rationale of such surveys and 

are unwilling to take the time to complete 

them, unless they have had a strong posi-

tive or negative experience. 

The results of these surveys comple-

ment the activities of those public and pri-

vate institutions that defend the rights of 

citizens (e.g., ombudsman, consumer pro-

tection companies). The results of the sur-

veys can be compared with the results of 

external assessments. 

Finally, satisfaction surveys must also 

be carried out to capture the feedback of 

third-party users—those private and public 

organizations that require personal identity 

validation (e.g., schools, hospitals, social 

welfare entities, banks, insurance compa-

nies, service companies, credit card com-

panies). This is essential, since the financing 

of the civil registry relies on the contribu-

tions of these entities (see Section 3.1.3.).

3.4.2 Technical Analysis 

Technical analysis refers to an assessment 

of the quality of information provided by 

third-party users (e.g., healthcare, educa-

tion and social security agencies; banks; 

insurance and utility companies). Similar to 

satisfaction surveys, they target the feed-

back of (i) users of the system, (ii) potential 

users, and (iii) experts.

Since the volume of third-party users 

is much less than that representing the 

population, the survey results that tar-

get third-party users will be of a higher 

quality and more accurate. These parties 

are more able to elaborate on the access 

and quality of the data held by the regis-

try, the speed in which the requests are 

processed, the usefulness of the informa-

tion, and the accuracy of the instructions. 

These surveys should be carried out peri-

odically, perhaps once or twice a year. 

Since third-party users request the ser-

vices of the registry on a regular basis, 

all users should be asked to complete the 

survey.

Information should be captured from 

potential third-party users who may be 

able to identify issues of access or qualify 

the information received. Addressing the 

issues will ensure the long-term relation-

ship between the registry and the user, and 

increase the potential for more clients.

Experts can also make assessments, 

similar to a peer review assessment of a 

scientific publication. In this case, a com-

mittee of regional experts is established, 

whereby each civil registry, together with 

the relevant nongovernmental organiza-

tion, can propose an expert. The consultant 

will analyze the quality of data that is issued 

by each registry and will provide observa-

tions and recommendations, which can be 

shared with other countries.
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Administrative Framework Checklist

Have the following issues been considered?

�� Organizational chart

�� Manual of job descriptions

�� Adequate infrastructure in terms of space, comfort, conditions (climate control 

and security) for the user, risk analysis and mitigation plan, and in-house primary 

ICT data center with a back-up database at a remote secure location

�� Financing regulations

�� Designation of authority and terms of office regulations

�� Planning department, reporting to chief executive 

�� Audits

�� Crosschecks for consistency analysis

�� Routine for analysis of errors

�� Outcome measurement: satisfaction of beneficiaries and technical analysis by 

third parties
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Chapter 4

4.1  Introducing ICT for Birth 
Registration

There are three steps to a birth registration pro-

cess: (i) declaration of a birth by presentation of a 

hard copy of the medical certificate of birth—or one 

received by electronic means (computer, mobile 

phone) along with other required data; (ii) actual 

registration in the civil registry of the newborn; and 

(iii) issuance of an official birth certificate, as well as 

a digital copy where this applies.

The roles and responsibilities of the people 

involved in the process from birth to certification 

also need to be defined clearly. These people include 

the (i) healthcare professional (e.g., midwife, doctor, 

obstetrician, or witness) who helps deliver the child 

and signs the medical certificate of birth; (ii) the person registering the birth (e.g., 

guardian, parent, grandparent); and (iii) the trained and authorized registry official (reg-

istrar) who executes the actual registration and issues the official birth certificate. The 

possible variants (e.g., foundlings, still births, late registration) should also be defined.

The above information will determine who has the authority to engage in the 

registration. In general, these can be (i) the legal guardian, (ii) the witness or health-

care professional who writes the certificate of live birth, and/or (iii) the registry offi-

cial (registrar).

The datasets and attributes that need to be presented, collected, and stored 

should be established within the legal framework (see Section 2.2). These will influ-

ence who gathers which data, when, and for what purpose. The structure of the 

Technological Framework

FIGURE 4.1: Birth Registration Steps
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database and the storage methods must be 

agreed by consensus.

This section will describe the funda-

mental requirements for the implementa-

tion of an ICT system and network in the 

case of birth registrations, the basis of which 

should be included in the legal framework 

of the civil registry. Figure 4.2 illustrates 

the reliance that ICT has on birth registra-

tion requirements, roles and responsibili-

ties of relevant staff, collection and storage 

of data, and technical support required. 

Despite the available technology today, 

many ICT projects have failed to deliver 

expected results, simply due to inadequate 

planning, especially with regard to human 

input. Relevant staff should be made aware 

of any proposed change to an established 

process, with an explanation of how ICT 

system applications can be used effec-

tively to streamline the process. Although 

the healthcare professionals do not regis-

ter births, it would make the process more 

integrated and with less room for error if 

they were to be equipped with communi-

cation devices and connectivity to report 

on the occurrence of a birth. The agree-

ment between the ministry and health and 

the civil registry must be negotiated and 

signed at the highest political level. 

The training of registry officials is vital 

to the successful implementation of ICT 

applications. In addition, healthcare practi-

tioners and midwifes need to be informed 

of the appropriate documentation required 

to enable the entry into the civil registration 

FIGURE 4.2:  Overview of Components, Datasets and Roles in a Civil Registry ICT 
System
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system of a child or how to create accept-

able digital evidence of a live birth. 

4.2  ICT System and Network: 
The Basic Requirements

4.2.1  Procurement 

A civil registry is, in itself, a large organi-

zation that may have a number of IT sys-

tems that support the implementation of 

ICT, such as word processing, data stor-

age, online access, internal back-end sys-

tems and IT-specific systems management 

tools. An internal or external IT Help Desk 

is usually available, with its own established 

procedures, to provide technical assistance 

when required. These procedures should 

be according to the international standards 

for IT service management, ISO/IEC 20000 

(ISO/IEC, 2011), using IT management appli-

cations, such as trouble ticket software or 

configuration management database soft-

ware to resolve issues more speedily.

The wide variety of already existing IT 

software systems may create what is known 

as a brownfield development environment—

where it is complex to integrate new sys-

tems with those already present. It is easier 

to start from scratch, in what is known as a 

greenfield. In a brownfield environment, it is 

especially essential to have an ICT plan in 

place that is relevant to a civil registry. 

It is this brownfield environment that 

makes the architectural planning for the 

introduction of ICT at a civil registry espe-

cially necessary. A registry cannot be 

bought, installed, deployed, and run; rather, 

ICT support must be carefully integrated 

within existing systems by way of a pro-

cess known as an ICT network architecture 

design (Federal Adminstration of Switzer-

land, undated). Once the basic ICT archi-

tecture has been defined and documented, 

the software selection process can begin.

4.2.2  Civil Registry Requirements 

As part of the architectural design, a needs 

assessment should be made. This assess-

ment should review the civil registration sys-

tem, as a whole, and its operation. Before 

ICT is introduced, as a prerequisite, the 

registration process should be effectively 

understood and implemented at all levels 

of the civil registry and by all involved in its 

implementation. If these criteria are met, 

a review—possibly using the earlier noted 

tools for customer satisfaction and system 

audits—may identify areas where ICT could 

be introduced to improve the process.

4.3  ICT System Architecture 
Planning and Deployment 
Processes

The overall ICT system architecture for a 

civil registry should involve the designer 

(who may be a selected vendor or, alterna-

tively, a body within the government) and 

other relevant IT staff. Close communica-

tion and direction with the personnel who 

are to use the new ICT process is required 

at all stages. Taking the environment in 

which the ICT system will be deployed and 

used, the system can be divided into sev-

eral categories, depending on how many 

layers or tiers it has. It could be a one-tier 
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(or standalone) system that works indepen-

dently on a personal computer (PC). Client/

Server systems have a component that is 

installed on each PC (often known as a “fat 

client” or the “front end”) and one compo-

nent that sits on a server (usually referred 

to as a “back end”). Some of these front-

end systems are able to be used offline 

and synchronized later, while some require 

direct connectivity to the back-end. 

Another category relates to three-tier or 

multi-tier systems, which are most commonly 

used today. Instead of a fat-client graphical 

user interface (GUI), they require a browser 

(e.g., Chrome, Internet Explorer, FireFox) as 

the client side interface and a Web (Appli-

cation) server as the middle tier (or front-

end server). The business (or domain) logic 

is located in the back-end on another server, 

which can also hold the database. Very large 

systems with a significantly high number of 

datasets (e.g., civil registry ICT systems) usu-

ally rely on a dedicated database system. For 

a highly distributed system that is operated 

and used at many locations simultaneously, 

the key is a local, independent operational 

function. The system, therefore, must be 

designed in such a way to allow the basic 

operation of a remote registry site without a 

wide area network to connect to the central 

registry infrastructure—an operation usually 

achieved by deploying a local proxy or cache 

server on each site that allows for resynchro-

nization and updating once network avail-

ability is restored. 

This planning process involves the 

layout and design of the ICT system and 

includes several considerations. It is very 

difficult to make changes to the compo-

nents (front-end server, back-end server, 

database) of large ICT systems due to their 

complexity. It is essential, therefore, to pro-

vide systems developers, administrators 

and operators with dedicated environ-

ments to test the changes. Specific techni-

cal experts can do the design in four stages:

 

a. Development stage: systems develop-

ers only)

b. Testing stage: test engineers only, 

although systems developers may be 

granted access on request

c. Integration stage (optional): test engi-

neers and systems production opera-

tors only

d. Production stage: systems production 

operators and users only

At the development stage, systems 

developers are able to test the variet-

ies of codes and patches to ensure that 

they operate as they should. At the test-

ing phase, basic integration within the sur-

rounding systems is made available or 

simulated, allowing the test engineers to 

ensure that the newly developed changes 

operate as intended. Integration, repre-

senting the third stage, is similar to produc-

tion and will mimic how the system should 

operate under production conditions. The 

live system is only updated once the inte-

gration stage has been completed.

4.3.1  Pilot, Rollout, and Operation

Close collaboration between the vendor/sys-

tems integrator and the internal civil registry 

specialists is essential during the planning 

and buildup phases of an ICT expansion. To 

ensure that the new registry system fits into 
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the brownfield environment, it requires sig-

nificant customization and adjusting.

A large and complex ICT system, such 

as that of a registry, requires constant sup-

port, maintenance and improvement. Since 

this does not fall within the role of registry 

personnel, an operations service provider 

(SP) should be procured through a bidding 

process to ensure the availability of quali-

fied IT operations specialists.

Once the basic operational Terms of 

Reference have been agreed upon and a 

Factory Acceptance Test (FAT) has been 

conducted and approved, a minor pilot can 

be put in place to gauge the performance. 

This strategy contrasts with implementing 

an ICT system on a clean slate or greenfield 

environment. 

The pilot should take place where there 

are highly skilled internal and external spe-

cialists and it should only involve those pro-

cesses that have been identified for ICT 

support. Based on the four stages of architec-

ture previously listed, the test phase should 

be carried out and include a Site Accep-

tance Test (SAT). The integration stage fol-

lows under production conditions, and the 

application of a User Acceptance Test (UAT) 

is made, which includes a number of key 

users. Based on the satisfaction of the users, 

the process moves to the production stage 

where it is implemented. It is at this moment 

that the team begins to learn how the sys-

tem operates, how users will react to cer-

tain process changes, and how issues can be 

resolved with minimal impact to operations. 

Rollout of the new software should be 

conducted gradually once the core func-

tionality has been sufficiently tested and 

a significant number of key users (registry 

officers at other locations) have been trained 

to use it. The selection of branch offices 

should be based on those serving a large 

segment of the population and which have 

the sufficient resources to achieve their 

objective in a short time. The problems that 

may be experienced by the larger sites can 

be mitigated more easily than in smaller 

offices. Only when the majority of the popu-

lation has been registered should upgrades 

or major changes to the system take place.

The staff needed for such a rollout should 

include a dedicated project rollout manager 

who will remain in place until full deployment 

is completed, a local rollout coordinator, and 

at least one key user for each site. For tech-

nical expertise, a number of consultants can 

be recruited for each site prior to implemen-

tation, as well as a group of trainers who can 

ensure that all registry officers are trained to 

properly use the ICT system. 

4.3.2  Documentation, Handover, 

Service, and Maintenance

Once the system has been completely rolled 

out at all locations on a national level, the 

external team (vendor and systems integra-

tor) should ensure that the comprehensive 

documentation relating to the new sys-

tem is delivered to the client, including the 

key parameters, configuration, technical 

users, administrative users and their respec-

tive passwords. During the handover period, 

the systems integrator should introduce the 

civil registry ICT specialists and selected 

SP experts to the management and deliver 

the administration details of the system, as 

well as the procedures that relate to trouble-

shooting and other issues that may arise. The 
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documentation should be reviewed for com-

pleteness and error information should be 

tested, at which point final payment is made 

to the vendor/systems integrator. 

Extensive licenses are required for non-

open-source ICT systems. Vendors usually 

charge approximately 20 percent of the 

license fee per annum to provide software 

updates and support services, excluding 

services that are essential to the implemen-

tation of these. These facilities need to be 

procured separately or should be included 

in the agreement with the operational SP.

4.3.3  Operational Support and 

Personnel

The ICT system may have technical issues or 

simply have glitches and operational prob-

lems. These will need to be addressed by 

an on-site IT Help Desk that will record the 

problems that arise. If issues persist or they 

are beyond the expertise of onsite staff, 

they should be handed to a civil registry ICT 

systems specialist to resolve. In cases where 

the specialist has no solution, the vendor 

needs to be informed, especially if there is 

a need for a change or patch. With each 

new patch and update, the processes need 

a FAT, Site Acceptance Test (SAT), Systems 

Integration Test (SIT), and UAT, each with 

quality control and sign-off actions.

4.3.4 Components 

The ICT system is largely responsible for 

safeguarding the operational efficiency of 

the civil registry. It will be impossible to carry 

out the tasks of the civil registry in the event 

that the core ICT system fails to operate. 

For this reason, the ICT system should be 

designed to meet the needs of each of its 

components, especially the databases that 

hold the information of those registered. A 

calculation, therefore, should be made by 

dividing the hours the system is expected 

to be in operation by the hours it is sup-

posed to be used. This does not mean that it 

should be operational 24 hours seven days 

a week. Normal work hours usually total 40 

out of 168 hours a week. Therefore, in the-

ory, it would be acceptable to ensure oper-

ation of the system 99 percent of the time 

during normal work hours; that is 7.92 hours 

each workday (or an acceptable outage of 

approximately five minutes each work day). 

While this may appear low, the accept-

able outage time totals nearly 25 min-

utes a business week and up to 30 hours a 

year—a loss of productivity equal to almost 

one work week. It is recommended, there-

fore, to task the technical experts with calcu-

lating the cost of adding another 0.5 percent, 

so as to reduce the outage to 15 hours a year 

cost effectively. They would have to evalu-

ate whether it is reasonable to calculate the 

(lost) opportunity cost of registry personnel 

not being able to work 15 hours a year (aver-

age number of outage hours x number of 

registry officials using the system x average 

hourly wage). The investment may be worth 

the effort at 99 percent.10

10 Overall systems availability is a challenge to 

increase, as several weak links may influence the cost 

factor. Each component (client, access network, core 

network, front-end servers, back-end servers, data-

base servers) has its own network “sub-system avail-

ability” and the calculation is a multiplication factor. 

At 99 percent availability for each sub-system, the 

figures would be: .99*.99*.99*.99*.99)=(.99)5 = .95 

overall 95 percent availability.
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Systems maintenance, updates, patches, 

and changes are excluded from this calcu-

lated network availability, which means that 

the processing of these must be done out-

side of business hours. This is especially 

important, if the operation of the system is 

outsourced to an IT SP, as defined in the 

legal agreement with the SP.

4.4  Client Server Network 
Availability

Access to the network by individual client 

servers (officers in the field) should not be 

a primary concern, given that the software 

used can be safely updated and reconfig-

ured as necessary through a central asset 

management and systems software distri-

bution solution.11 Overall input from local 

offices, therefore, should not be affected. 

It is recommended to patch and update cli-

ent servers outside of business hours (e.g., 

a weekly patch on Monday afternoons 

between 5.00 p.m. and 6.00 p.m.).

4.4.1 Local Sub-system Network

Closely linked to the client network is the 

local sub-system network in remote sites. 

Only a fully connected ICT system and net-

work can be used to its full extent. If there is 

no access to the wide area network, say, in 

a largely populated remote location (e.g., a 

regional capital), civil registry experts should 

still be able to conduct basic registration 

without a back-end server, perhaps at the 

expense of background or online checks of 

ID card validity, referred to as “graceful deg-

radation”. To enable this, there should be a 

local proxy server in the larger populated 

areas to enable basic processing, using user 

interface functions to cache all birth regis-

tries processed during the network outage. 

Through the “message queuing” or other 

integrity protection mechanisms, a full syn-

chronization process will be possible with 

the back-end systems once the network is 

restored. Depending on the relevance of the 

site, the local proxy server may be designed 

with a local failover or may run in parallel 

twice within a “high availability” mode.

4.4.2  Database and Back-End Server 

Availability

In order to prevent a complete loss of the 

ICT systems data, it is imperative to oper-

ate the system from at least two indepen-

dent data center sites, separated one from 

the other.12,13 In case of a natural disaster 

or force majeure, the second data center 

would back up the first. The details of this 

provision should be included in the busi-

ness continuity plan (BCP) and disaster 

recovery plan (DRP), (see Section 3.1.2)

Back-end servers and databases 

should be located in a secured and well-

maintained data center where ICT experts 

are able to design, implement, and operate 

11 While this is not a part of the specific ICT solu-

tion, the registry should have an efficient software 

and patch management solution in place, provided 

through a vendor.
12 Distance should depend on geographic condi-

tions (e.g., likelihood of earthquakes, flooding).
13 To further increase availability in case of a DRP, 

there should be additional backups (e.g., stored 

on external hard drives, USBs, or tapes) stored in a 

secure location.
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in a network back-end system environ-

ment. The installation of similarly config-

ured servers has become standard, given 

the availability of virtualization technology 

provided by VMware (ESX Server), Micro-

soft (HyperV) and the open source proj-

ect XEN, among others. The front-end and 

back-end servers should have a user inter-

face, based on a clustered configuration. 

This means that there are multiple identi-

cal servers to form a group (cluster) that 

shares the workload of the client servers. 

The advantage of clustering is the ability 

to add or subtract instances from the clus-

ter “on demand”—a technology that has 

become popular in the cloud model of ICT 

operations. Basically, the civil registry ICT 

system will run in its own dedicated cloud, 

although the registry will need its own spe-

cialists in this environment, as this is a basic 

ICT service that many ICT SPs can provide 

at a local level inside their data centers. 

The SPs should be selected on the basis of 

security certification, such as IS0 27000 

series (ISO, 2013) and a data center certifi-

cation, such as SSAE 16 (formerly SAS 70).

4.5 Databases

The ICT database of a civil registry is the 

most important component, holding all 

the personal information of citizens. With-

out the database, birth registrations would 

not be able to be processed efficiently, 

detracting from the 99.99 percent objec-

tive assumed. In order to process large 

sets of data (such as big data analyses or 

the validation of voters during regional or 

national elections, which may take place on 

weekends or after work hours), the network 

baseline needs to be set to 24 hours and 

7 days a week, which will affect the down-

time of 5 minutes each year. In other words, 

the database may be unavailable. 

4.6  Data Protection and ICT 
Network Security

As a government agency, the civil regis-

try needs to ensure that it will act respon-

sibly and ensure the security and safety of 

all its operations and records. By develop-

ing a core ICT infrastructure, the civil regis-

try provides not only its staff administrative 

documents, but especially important, the 

entitlement of those registered to access 

their personal information and vital records. 

With this, though, comes the challenge of 

data abuse and theft, since it is easier for 

a flawed network to be compromised than 

for paper documentation to be stolen. 

As with protecting paper documenta-

tion by way of locks, security alarms, and 

other methods, an ICT system must be 

safeguarded. The principles of design are 

described below.

4.6.1  Disaster Recovery and Business 

Continuity

As stated in Section 3.1.2, a complex reg-

istry ICT system is contingent on the BCP 

and DRP. First and foremost, registry 

data records need to be secured for the 

long term. A data availability plan usually 

takes into consideration standard opera-

tional issues without contingency planning 

in the case of a catastrophe. It is strongly 



TECHNOLOGICAL FRAMEWORK

45

recommended, therefore, to include the 

ICT system and network into the BCP and 

DRP. 

A team of qualified staff should oper-

ate and maintain the ICT system. The chal-

lenge, however, is that unless budgeting 

includes the appropriate physical and elec-

tronic security measures that are neces-

sary over the long term, it will be difficult 

to protect the back-end servers and the 

databases, especially with a remote backup 

data center. A solution, therefore, is to out-

source—at least—the secondary data cen-

ter to a local SP. This can be combined with 

the maintenance and operations service of 

the primary and backup servers.

It is essential that energy sources and 

internet connectivity be maintained—at 

least for the core data center and its backup. 

An uninterrupted power supply is essen-

tial, such as a diesel generator, a flywheel, 

or a battery-based system. Each location 

should have two separate connections to 

the electrical grid and two independent 

lines to the wireless internet, served by two 

independent service providers within or 

outside the building.

4.6.2  Protection Targets and Security 

Design Principles

As stated in Section 2.2.2, every effort 

should be made to protect personal identity 

information against theft and abuse. Basic 

legislation on the protection of personal 

data should be established as a baseline to 

secure the ICT system and network used 

to collect, process, and store vital informa-

tion at a civil registry. The key objectives to 

secure data include the following:

a. Confidentiality: data must be protected 

against unauthorized access.

b. Integrity: data must be protected against 

unauthorized modification or deletion.

c. Availability: data must be kept available 

at all times for its intended use.

There are three bases, known as the 

CIA Triad model (confidentiality, integrity, 

and availability), which should be incor-

porated into the design and architecture 

of civil registry ICT systems. They may be 

amended accordingly to enable compre-

hension. These are the following:

a. “Need to know” basis: The civil registry 

ICT system should be designed to only 

allow those attributes and datasets that 

are necessary to fulfill the responsibility 

of a registry officer to be available. That 

is, a registry clerk should be able to view 

the basic attributes of a person, such as 

the family name, but not be able to con-

duct a search based on ethnicity or reli-

gion of a segment of the population. 

b. “Need to have” basis: The ICT system of 

a civil registry should only collect those 

datasets and attributes to fulfill its func-

tion. For example, to process the birth 

registration of a newborn, the employ-

ment status of the mother or father is 

irrelevant, although in some countries it 

may be necessary based on traditional 

or religious beliefs. The “Need to have” 

basis is significantly important, since the 

aggregation of data could be misused to 

conduct big data analyses to enable abu-

sive schemes, such as ethnic cleansing.

c. “Need to do” basis: A civil registry with 

an ICT system in place requires specific 
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job descriptions for its staff. The role of 

a registry clerk should be only to access 

the ICT activity that registers the chil-

dren born in the country, but he or she 

should be prevented from being able to 

print or issue new ID cards or passports. 

Additional boundaries can be set for the 

registry user, such as limiting the num-

ber of results based on a certain query 

or the number of times a certain query 

can be issued by the same user within a 

specific timeframe.

4.6.3  General Security 

Recommendations

To install an overarching ICT system for 

civil registration (that may also support the 

recording of other vital events) that follows 

a multi-tier architecture will require a fully 

networked infrastructure. Assuming that 

the civil registry already has several basic 

ICT components in use and that the client 

PCs are running various applications, some 

proposals are described below.

4.7  Management of Client Users, 
User-IDs, and Software

It is essential to appropriately manage all 

client users of the network to ensure the 

security of operations. Strict overview of 

the network clients and their user accounts 

should be constant. It is essential, there-

fore, to install an integrated internal iden-

tity and access management solution. 

This will enable new users to access their 

resources quickly while, at the same time, 

keep low the number of orphan accounts 

(i.e., accounts belonging to registry per-

sonnel no longer with the registry).

4.8  Internal Identity and Access 
Management

To control IT assets in the face of staff turn-

over and to reduce the risk of unauthor-

ized IT access, the standard processing of 

joiners, movers, and leavers in the case of 

external consultants/contractors and inter-

nal staff should be complemented by an 

IT identity and access management solu-

tion. This will automatically generate a new 

account and enable access to the internal 

email system and the registry ICT system 

within the parameters of the role of the staff 

member. The human resources department 

may enter the staff member into the system 

for either a regular employee or a contrac-

tor. When the employment term or contract 

ends, IT access must be denied immediately.

4.9  Authentication, 
Authorization, and 
Accounting

Each access to the ICT infrastructure of a 

civil registry—and especially the birth reg-

istry—needs protection through user iden-

tification, authentication, and authorization. 

Each employee should be assigned a ded-

icated user account (with no access to 

group-shared accounts), a secret pass-

word, and the person’s job title with regard 

to the ICT system. With adequate account-

ing principles and surveillance technology, 

only then will it be possible to track and 
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manage access to ICT resources to ensure 

security and prevent abuse. In sum, those 

who have access to the ICT infrastructure 

should be issued the following:

a. Unique record: established by the civil 

registry. 

b. Unique individual identification number: 

established by authorized agency.

c. Dedicated individual user account for 

the directory: this will allow logging on 

to a network.

d. Dedicated individual user account for 

the ICT system: in this case, only for 

birth registration, which is assigned to 

4.9.1(d) below.

e. Specific user role of the employee within 

the ICT system for birth registration.

All log-on events, whether they are 

successful or unsuccessful, should be col-

lected and stored for a specific time. This 

will enable an investigation into suspected 

abuse or fraud.

4.9.1  Limiting Database Administrator 

Access to Registry Data

Each database should be managed rigor-

ously in terms of who can do what, where, 

and how—as long as the responsibility 

rests on a single person, such as a techni-

cal expert. Given that many databases and 

their underlying database management sys-

tems do not limit the number of administra-

tive users (“dbo” for database operator and 

“dba” for database administrator), applica-

tions can be set to use both. This opens up 

an entire database to the potential of illicit 

manipulation or minor changes—sometimes 

with disastrous consequences. The follow-

ing, therefore, are strongly recommended:

a. Create a team of key technical users 

who have the minimum access privilege 

required to achieve their tasks.

b. Document these users and include the 

purpose and conditions for which they 

have been granted access privileges.

c. Assign each group of database trans-

actions with a designated database 

user and document who has made the 

assignment under which preconditions 

and for which purpose. 

d. Usage of the dbo/dba accounts should 

be limited to tasks involving mainte-

nance of the database management 

system and related databases.

e. When possible, limit the use of dbo/dba 

to access, view, copy, or manipulate the 

contents of specific database tables. The 

addition of a layer of encryption is essential. 

To ensure best practices in terms of the 

rights to access the database, rules and reg-

ulations should be defined for each techni-

cal user, depending on the tasks they need 

to carry out. An access matrix should be 

included, defining the level of access rights 

of each user according to the CRUD scheme 

(creating, reading, updating, and deleting 

data). To keep track of these access rules 

and how they are implemented requires a 

Privileged Access Management solution.

4.9.2  Database Structure and 

Semantics

Despite the fact that most civil registry ICT 

systems that are available carry their own 
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internal data-model and database struc-

tures, it is important to define and docu-

ment how the information will be modeled 

in terms of their relationship. As the actual 

implementation will differ significantly, 

based on the datasets that are needed, 

gathered, and stored, there are two poten-

tial alternatives: (i) one record for all data 

(Figure 4.3), or (ii) multiple records for dif-

ferent kinds of datasets (Figure 4.4).

A database specialist team and a reg-

istry ICT systems specialist must review the 

database design, given that not all organi-

zational data models are suitable. Special 

consideration should be made of the com-

putational efficiency of the models, since 

databases can become significantly slow 

 FIGURE 4.3:  Single Database Record for All 
Information
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FIGURE 4.4: Multiple Database Records
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in certain configurations or dataset orga-

nizations, especially if there are millions of 

searchable datasets.

In general, it will reduce the process-

ing effort if all entries are made within one 

record, compared to the alternative where 

each entry will need to be made in vari-

ous records. For example, by inputting an 

entry change into one record, the system 

will automatically update the other entries 

within the one record. This, however, is 

dependent on whether this more complex 

network activity can be defined in the pro-

cedural tables. 

In terms of the governance of the civil 

registry, all changes within the datasets 

should not be made by simply overwriting 

existing entries. Rather, the changes should 

be entered with the name of the person 

entering the data and the old data should 

be clearly marked as overwritten. 

4.10  Systems Backup, Data 
Backup, and Long-term 
Archiving 

While network planning should aim to pre-

vent systems failure, it is possible that an 

ICT system could crash, creating signifi-

cant data loss (similar to registry archives 

burning, despite the presence of smoke 

detectors and fire extinguishers). It is vital, 

therefore, to establish and maintain various 

backups to re-establish operations. The 

conditions are usually defined as (i) Recov-

ery Time Objective and (ii) Recovery Point 

Objective. The Recovery Time Objective 

relates to how long a certain system or 

sub-system is acceptably unavailable. The 

Recovery Point Objective relates to how 

many dataset updates are lost, depending 

on how often the datasets are backed up. 

In the case of birth registrations, a sys-

tems crash will have no impact as long 

as there is a means in place that caches 

changes, updates, and corrections to exist-

ing records. New registrations, however, will 

be delayed until the system is fully restored. 

This significantly relaxes the Recovery Time 

Objective. 

The Recovery Point Objective, in con-

trast, is critical, as any update or change 

made between the last backup and the 

crash will be lost and will require manual 

input. It will be worth investing to ensure 

that the database network is backed up 

adequately and that checking methods are 

in place. There also should be a restoration 

plan in place. The cost for external hard 

drives and USBs has dropped significantly 

to enable a backup exercise each day and 

maintain a log of backups over three days. 

The ICT system will require a few 

changes in order to keep it functional over 

long periods of time. Taking into account 

the front-end, back-end and database serv-

ers, a daily backup of the cluster should be 

made and relocated to a secondary site in 

case of any changes. As changes will occur 

infrequently, a one-day backlog will be suf-

ficient. The dataset and server backups 

can be archived once a month, although 

there should be a data retention policy in 

place that defines up to when and how the 

archived content shall be stored. 

More important to regular backup oper-

ations is the long-term longevity of these 

backups. The last two decades have seen 

a dramatic change relating not only to the 
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technology, but also to storage devices for 

large amounts of data. Backing data with 

tapes, a common method since the 1990s, 

has become obsolete. So has the mag-

neto-optic and optic “read once read many” 

(WORM) system. Local ZIP-disks and com-

pact disks are also becoming inefficient 

ways to back up data due to possible dam-

age, especially in the case of the latter which 

is affected by bright ultraviolet light. Fur-

thermore, previously used data formatting 

for files is changing and becoming more 

incompatible. To be able to save data safely, 

tape libraries are the most preferable and 

should be designed to enable the copying of 

data to new technological storage methods 

so that the data continues to be retrievable.

The approach to long-term archiving is 

complex when datasets, records, and digi-

tal documents or transactions are digitally 

signed. Digital signatures are based on dig-

ital certificates that have a limited life span 

of one to 30 years. A user certificate is valid 

for one to five years, and a root CA up to 30 

years. Expired datasets require a new sig-

nature with a valid certificate. In this case, 

the archiving system should be able to 

automate this process.

4.11  Specific Security 
Requirements

4.11.1 Integrity

Maintaining the integrity of the data is as 

important as ensuring the integrity of the 

dataset and personal records that are on 

file in the registry ICT system. While some 

of this functionality may be elementary in 

terms of security, there are a number of 

requirements to maximize this. 

While encryption of the database will 

help conceal its contents from those staff 

processing the data, there must be a way 

to monitor the integrity of information that 

is input. One approach is to add check dig-

its to each record, a set of records, or entire 

database tables, which would be hash object 

keys that are stored in an additional table. 

This approach will mitigate the risk of 

a system’s internal errors that can cause 

loss of integrity, but it does not prevent 

an intended or unintentional change to a 

dataset by an authorized user (civil registry 

officer). The ICT system should be able to 

provide a way to revert or roll back changes 

that are made to individual records, as well 

as implement safeguards for the accuracy 

and completeness of data. 

4.11.1.1 Encryption
Since the birth registry relies on an ICT net-

work and distributed systems, data “at rest” 

and data “in motion” (data that is transferred 

across local and wide area networks of the 

civil registry) need to be protected from 

unauthorized real-time interception, altera-

tion, or deletion by way of encryption.14 Stan-

dard encryption software should be used for 

data “in motion”. For the Wide Area Network 

(WAN), however, point-to-point encryption 

software can be applied between routers. 

This, however, will also require an extension, 

known as a Layer 2 Tunneling Protocol (L2TP) 

and used by internet service providers. Given 

14 The appropriate encryption mechanism should be 

selected by security experts and regularly checked 

for its effectiveness.
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the lack of confidentiality that is inherent 

in this layer, an internet protocol security 

(IPsec) suite will need to be added using a 

bloc cipher, known as an Advanced Encryp-

tion Standard (AES). Alternatively, a Multi-

protocol Label Switching (MPLS) network 

can be used, as its architecture makes it dif-

ficult to hack into. Its customers create end-

to-end circuits across any type of transport 

medium, including an ISP.

The wireless (WLAN/WiFi) parts of a 

local area network should use the WiFi Pro-

tected Access (WPA2) or other secure proto-

cols, such as the Secure Sockets Layer (SSL) 

or the Transport Layer Security (TLS), for 

stronger data protection and network control. 

Most web-based applications are equipped 

to use hypertext transfer protocol (http), an 

application for communication for the World 

Wide Web (WWW). Ensuring that all reg-

istry ICT network communications brows-

ers are set to https is highly recommended. 

In the backbone network, the access 

from the application servers to the data-

base must also be encrypted to prevent 

the risk of unauthorized interception, espe-

cially if the servers have been outsourced 

and are located in a third-party data center. 

Most database management systems (e.g., 

Oracle, Microsoft SQL), software (IBM’s 

DB2), or other open source alternatives are 

equipped for encryption interfacing. 

For data “at rest”, the most important 

component is the database. The above-

mentioned vendors have table-, column-, 

and row-based encryption capabilities, 

although some of these options can be 

expensive. Nevertheless, it is worth install-

ing the advanced security software, so that 

staff processing data can be prevented 

from unlawfully accessing the datasets. To 

locally encrypt data, ICT network functions 

can be applied or other software can be 

purchased for the files and folders on the 

hard drive of the civil registry. 

4.11.1.2 Network security
Some office buildings already are equipped 

with the necessary accessories for net-

work infrastructure and WiFi access, which 

should be strictly managed to exclude 

access by external parties, including visitors 

and contractors. This includes the block-

ing of unused network jacks, as well as the 

WiFi/WLAN infrastructure. WiFi networks 

should be encrypted with up-to-date soft-

ware, mentioned above, and access pass-

words should be kept confidential. A parallel 

protected guest WiFi network should be 

made available for visitors requiring regular 

changes of access passwords. Alternatively, 

a token or voucher system can be installed. 

Access to the registry’s main ICT network 

must be restricted to authorized personnel 

at the exclusion of external parties. 

4.11.1  Secure Data Exchange and 

Integration

The increasing links between government 

agencies requires the exchange of high vol-

umes of data, as well as data synchroniza-

tion. The digitalization of birth registrations 

will enable the civil registry to efficiently col-

laborate with other government agencies to 

map the needs and vital events of its pop-

ulation. It may also facilitate the issuance of 

unique identification documents, such as ID 

cards and/or passports, as well as the inter-

action with various authorities and agencies 
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at little or no cost. The ICT systems of each 

agency, however, should be synchronized to 

handle the data exchange.

Depending on how long the ICT net-

work has been in place, a simple set of dig-

ital Application Programming Interfaces 

(API) will facilitate collaboration. Initially, a 

standardized system to authenticate a per-

son (e.g., date and/or place of birth, given 

name and/or surname), known as “e-ID 

related” data—or master data—is required. 

For citizens, this information is required to 

liaise with any government agency or third-

party entity (e.g., employer, utility provider). 

Standards on how these attributes can 

be shared between agencies without violat-

ing security are a key to creating successful 

interagency collaboration. Currently, XML-

based schemes using JSON/REST are com-

mon baselines for designing these APIs. 

4.11.2  Digital Signatures 

The use of digital signatures requires a sep-

arate, complex ICT infrastructure, referred 

to as a public key infrastructure (PKI). As 

a public service or a national ID register, 

it is a technical, as well as legal, challenge 

to implement and protect a PKI. As previ-

ously recommended, a comprehensive legal 

framework should be in place, defining the 

use of digital signatures and providing that 

they are as valid as handwritten signatures 

on paper documents. The means, therefore, 

to create digital signatures should be guar-

anteed as trustworthy and well protected 

so as to maintain the authenticity of the dig-

ital signature. To guarantee such authentic-

ity, there are some elements that need to be 

taken into account.

4.12  Legal Framework for Digital 
Signatures

Despite the need to guarantee the protec-

tion of digital signatures, experience has 

shown that there is a challenge to imple-

menting too rigorous a system to issue, 

validate, and accept digitally signed doc-

uments, which can lead to low implemen-

tation or abandonment of the approach. 

The level of balance between usability and 

security depends on each country’s needs; 

however, basic requirements are needed to 

prevent the misuse of information that can 

promote abuse and corruption. 

The period of validity of the digital 

signature should be established and the 

general minimal rules for issuance should 

be described in an appendix to the legal 

framework. The adoption of a PKI and dig-

ital certificates can create the foundation 

for later introduction of an e-ID.

4.12.1  Technical Baseline 

A number of technical components need 

to be in place to be able to support the use 

of the digital signature. These include the 

following:

a. Issuance of a digital certificate to those 

who wish to use a digital signature (indi-

viduals and entities);

b. Application for a digital certificate (which 

may be included with an ID card applica-

tion if applicable);

c. Use of digital certificate to sign docu-

ments electronically;

d. Means to test and verify the validity and 

authenticity of an electronic signature;
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e. Means to prolong or refresh a digital sig-

nature on long-term archived documents;

f. Means to revoke a digital certificate 

before its expiration;

g. Means to refresh a digital certificate 

automatically on expiration; and

h. Means to maintain an archive of expired 

certificates for long-term validation.

There are certain elements or compo-

nents that are needed to enable the appli-

cation of these technical components. 

These are as follows:

a. A Certificate Authority (CA), which 

is the trusted entity that issues and 

revokes public-key certificates, is com-

prised of 

 � a state-approved root CA (see Sec-

tion 2.2.3);

 � one or more Issuing CAs; and

 � one or more Certificate Policies.

b. Registration offices (registry office, but can 

also be third parties, such as banks) with 

 � enrollment facilities; and

 � ID validation facilities.

c. Issuing office (same as above, virtual, or 

a dedicated place) with

 � issuing facilities (e.g., e-ID cards); and

 � ID validation facilities.

d. Client technology for private end-users 

and legal entities

 � signing of documents; and

 � validation of signatures.

e. Certificate validation and revocation 

services

 � providing centralized validation 

(usually a Certificate Revocation 

List (CRL)) and/or an Online Certif-

icate Status Protocol (OCSP); and

 � providing a centralized way of noti-

fying the CA that a certificate has 

been compromised.

4.13  Required Components

4.13.1  Certificate Authority

As described above, the Certificate Authority 

is the entity that issues digital certificates and 

signatures to people or entities. Cryptogra-

phy provides the means to the user to create 

a digital certificate with a private key and a 

public key infrastructure scheme, signed and 

validated by the Certificate Authority. The 

CA becomes the Trust Anchor (or trusted 

third party) for each and every digitally 

signed transaction, guaranteeing the valid-

ity of the transaction. A number of elements 

are required to fulfill the activities of a CA.

4.13.2  Offline Root Certificate 

Authority

The Trust Anchor—or Root CA—should be 

rigorously protected in view of today’s ele-

vated threats and the risks of online hacking. 

The usual practice for security is to establish 

a validated Root CA through a trusted pro-

vider (e.g., Entrust, VeriSign), which signs the 

underlying Issuing and Policy CAs. These are 

taken offline and copied onto a secure and 

encrypted PC laptop or external hard drive 

that will be secured by a public authority. 

4.13.3  Issuing Certificate Authority

In cryptography, the CAs issue digital cer-

tificates to the users by way of one or more 

Issuing CAs that are identified, validated, and 
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signed by a Root CA. The Trust Anchor then 

validates the authenticity of the Issuing CA. 

In cases where the certificates between legal 

entities and citizens may vary, it is recom-

mended to create a specific Issuing CA for 

each of these user groups to avoid conflict of 

interest. If multiple sites are used to issue cer-

tificates, there should be a number of meth-

ods in place to guarantee issuance of the 

certificates in the case of a network outage.

4.13.3.1 Certification policy
A Certificate Policy identifies the various 

actors of a public key infrastructure, includ-

ing their activities and responsibilities. A 

dedicated field to handle the management 

of the different Issuing CAs should be imple-

mented, whereby all policy changes can be 

made and distributed to the relevant author-

ities in the public key infrastructure.

4.13.3.2 Validation check
In order to validate the authenticity and accu-

racy of a digital signature, an online check is 

initiated, either by comparing it with a CRL (a 

list of expired or revoked certificates) or run-

ning it through an OCSP responder. A CRL 

can be copied and published on the civil reg-

istry website, although the validity lasts only 

until the next refresh of the network (a day 

or a week later). OCSP is an internet proto-

col that requires the highest network access 

(99.999 percent 24 hours a day seven days a 

week) of a server to host the OCSP responder.

4.13.3.3 Operational recommendations
The planning, implementation, and operation 

of a secure network is very complex and can 

be costly. Few countries, in fact, have imple-

mented this technology and are operating 

an in-house system. Many have either devel-

oped a public-private partnership to finance 

it or have outsourced the entire operation to 

a Trust Center provider that provides most of 

the prerequisites. The most successful instal-

lations are those where the operator of the 

PKI is the biggest user, such as a bank or ISP, 

whereby a shared-revenue approach instead 

of a paid SP one can be established.

4.13.3.4 Client technology
Users should be able to easily create and val-

idate digital signatures on any device or plat-

form so as to facilitate the adoption of this 

technique. Well-established software tech-

nology, such as PDF Reader, offers digital 

certificates as an integral part of the tool. Oth-

ers, such as text processers (e.g., MS Word or 

Excel) require the addition of extensions to 

act with digital certificates. It is entirely up to 

the civil registry to acquire the appropriate 

technology for digital signatures. 

In general, the validation of digital signa-

tures occurs more frequently than the digital 

signing of documents. Given the challenges 

for civil registries to build a complete infra-

structure of operating systems and appli-

cations, the implementation of a signature 

validation system can be sufficient. The simple 

web interface will allow the user to upload a 

signed document and check its validity. In the 

case of mass verifications, an API-based solu-

tion can be added to automate the process.

4.14  Mobile Devices and Their 
Impact on Civil Registry

Global network coverage in remote areas 

and the use of affordable mobile devices 
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still have not reached expectations in devel-

oping countries. Many rural, mountain, and 

rain forest areas remain as “white spots” on 

the maps of the mobile network operators. 

Many communities that may be connected 

to broadband may not have a mobile device. 

The most recent models of smartphones 

are too costly or unsuitable for low-income 

populations in remote agricultural commu-

nities. The short battery lifetime of some 

new mobile devices renders them useless 

in areas were electricity is created by small 

power generators or solar panels. 

These facts should deter civil registries 

from including plans that depend only on 

the latest mobile devices to improve birth 

registration coverage. It is, nevertheless, 

essential to anticipate these new advance-

ments, given that product cycles tend to be 

for short periods of time and many features 

of the new devices are quickly adopted by 

the older and more robust devices not long 

after their introduction.

4.14.1 Benefits of a Basic Mobile Phone

Basic, robust mobile phones have become 

an affordable means of connectivity for 

poor people. The large investments of 

Mobile Network Operators (MNO) have 

considerably increased coverage in rural 

areas by providing GSM radio (Global Sys-

tem for Mobile Communication) to connect 

isolated villages, farmers, and hunger-gath-

erers to the rest of the world. The Interna-

tional Mobile Equipment device ID (IMEI) 

and the Mobile Subscriber ISDN Number 

(MSISDN) of a subscriber identity model 

(SIM) card provide the means to identify 

and authenticate a user. Poor people in 

some developing countries are now able to 

bank by way of mobile phones, as well as 

receive welfare benefits and subsidies with-

out need of a bank account. They require 

a permanent residence address or a regis-

tered ID card and a mobile phone to enable 

them to bridge the digital divide. In this 

way, it is possible to capture birth nonreg-

istrations in remote areas (see Section 2.3.2 

for procedures). 

Depending on the capacity of the 

phones, the following technical guidance to 

assist or create live birth evidence can be 

considered, using GSM connectivity:

a. Midwife or healthcare professional 

is registered with a mobile device ID 

(IMEI) and/or MSISDN.

b. On assisting a live birth, the midwife or 

healthcare professional sends a mes-

sage, preferably in text format, or short 

message service (SMS) to the central 

birth registry, with the attributes, such 

as time and date, sex, and location code

c. Optional information can be provided, 

such as the legal guardian (e.g., mother). 

d. The message has an authenticated 

sender ID (MSISDN) and a basic time 

stamp.

e. Optionally, through the mobile network 

operator, the SMS can be amended 

with meta-information of the cell the 

SMS originated from. This can be used 

to ensure that the mobile device was 

within a certain range of the location ID 

provided in the message text.

The following steps can be added to 

increase the trustworthiness of the data 

and to enable validation of the data sent:
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a. The content of the message is received, 

checked (e.g., no live birth messages 

later than 72 hours after birth, no SMS 

accepted from mobile networks further 

than 50 km from the indicated loca-

tion of the live birth, etc.) and used to 

detect errors (data checksum) by way 

of a challenge/response scenario.15

b. The registry system acknowledges the 

receipt of the message by returning the 

full content and adding the calculated 

response ID. 

c. The midwife or healthcare professional 

provides the legal guardian with the 

response in writing as evidence of the 

live birth.

d. At the time of the birth registration, the 

legal guardian(s) indicates the response 

ID, providing as much of the required 

information as possible.

e. The civil registry searches for the 

response ID and compares it with the 

information provided by the midwife or 

healthcare professional. 

4.14.2  Benefits of Advanced Mobile 

Phone 

While the more advanced devices lack ade-

quate battery life and only few can be con-

sidered sufficiently tough to operate in 

extreme conditions (rain, dust, high humid-

ity), nevertheless, there are many features 

that can be added to the older, basic mod-

els. These include the following:

a. Global Positioning System (GPS)

b. High resolution cameras that support 

flashlights (some with picture-in-picture 

functionality)

c. Special civil registry applications

d. High-speed data connectivity (from 

network providers)

e. Fingerprint sensors (limited availability) 

f. Encryption (optional)

The following advanced functionalities 

will guarantee the confidentiality and trust-

worthiness of live birth registration pro-

cessing:

a. Midwife or healthcare professional is 

registered with a mobile device ID (IMEI) 

and/or MSISDN, and has the authority to 

notify, or inform, about the vital event. 

b. The midwife or healthcare professional 

optionally downloads and installs a live 

birth application with a MSISDN.

c. At the time of the birth, midwife or health-

care professional creates a new entry 

using the live birth application, which 

contains the basic required attributes 

(e.g., time, date, sex, and location code).

d. The application adds to this informa-

tion a geotagged photo of the midwife 

or healthcare professional, including a 

time stamp.

e. OPTIONAL: additional information about 

legal guardian(s) can be added (i.e., a 

photo of the ID card(s)).

f. OPTIONAL: midwife or healthcare pro-

fessional adds a geo-tagged photo of 

the newborn, together with the legal 

guardian(s), including a time stamp.

15 The use of SHA3 as a hash algorithm is one 

method, which is followed by the execution of a 

Modulo operation to truncate (digest) the hash to fit 

into a SMS. The response ID is used as the live birth 

evidence.
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g. OPTIONAL: fingerprint sensor on the 

device is used to take the fingerprint of 

the legal guardian, preferably the mother.

h. OPTIONAL: application automatically 

encrypts the dataset with the public 

key of the civil registry. 

i. OPTIONAL: this authority (who may be 

the midwife or healthcare professional) 

digitally signs the data entry with her/

his private key.

j. A hash digest (response ID) is created 

and handed to the legal guardian.

k. The application stores the dataset 

locally until a mobile network with data 

connectivity is available.

l. The application transmits the dataset to 

the civil registry.

m. The civil registry system acknowledges 

receipt of the live birth to the midwife 

or healthcare professional.

n. At the time of the birth registration, the 

legal guardian(s) indicates the response 

ID and adds as much of the required 

information as possible.

o. The civil registry searches for the 

response ID and compares the informa-

tion to the data that has been provided 

by the legal guardian(s).

p. Data is confirmed and a birth certificate 

is issued. 
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ICT Framework Checklist 

Have the following issues or activities been considered?

The following table proposes some basic steps for determining the ICT readiness of the 

civil registry for birth registration. The exercise should be properly planned and pre-

pared as a work process. During the planning phase, the line of responsibilities must be 

clearly defined. The checking itself should be properly planned and prepared as a pro-

cess. Within the planning phase, it should be decided which role is doing the check-

ing. It could be done either by self-assessment, peer review, or independent internal 

or external audit. These types vary in the degree of independence as well as the costs 

that come along with it. Maturity models as the “Capability Maturity Model Integration 

(CMMI)” could provide further input for the preparation phase. Initially, the CMMI was 

developed by Carnegie Mellon University. It delivers a process improvement program 

and is required, for example, by the US Department of Defense and other US govern-

ment contracts. The people actually doing the checking should be trained accordingly. 

There are special trainings available for auditors (e.g., Auditor for ISO/IEC 27010:2012 

ISO/IEC 20000-1:2011, or Certified Information Systems Auditor (CISA)), which might be 

chosen according to the specific requirements.

The following table provides an initial checklist that could serve as a starting 

point for assessments. It is strongly recommended to extend this with the entity’s 

controls or overwork it as needed. This table outlines the various controls. The control 

domain is optional and not exclusive; rather, it could be used to structure an assess-

ment. The comments column provides additional information.

When checking whether the ICT to be used for birth registration is aligned with the 

following checklist, the individual results could vary depending on the observed imple-

mentation. The assessment result of Item No. 1 (process definition) could be, for exam-

ple, missing, incomplete, improperly documented, unauthorized, and so on. Therefore, 

no course of action can be provided for all the possible outcomes. It is recommended 

to install missing or incomplete controls accordingly.



TECHNOLOGICAL FRAMEWORK

59

No. Control

Control 
Domain 
(optional) Comments

1 Is there a process definition 
for ICT to support birth 
registration?

Process Process definition should be documented 
and authorized.

2 Are the roles and 
responsibilities clearly 
defined?

People Roles and responsibilities should be 
documented and authorized.

3 Is there an access control 
concept defined?

Organization Access controls describe who has the right 
to what and are a vital security control. 

4 Does the actual 
implementation of the access 
controls comply with the 
access control concept?

Compliance The implementation of the access control 
concept should adhere to the concept. 
Regular checks should prove compliance.

5 Do all concepts comply with 
the legal framework?

Compliance

6 Is there a change 
management process?

Process Changes could occur in many dimensions 
(legal framework, processes, people, etc.) 
and should be managed accordingly.

7 Are there training concepts 
defined?

People Adequate training of involved people 
should be assured.

8 Are trainings accomplished 
according to training 
concept?

Compliance

9 Is there a supporting 
organization available (e.g., IT 
Help Desk)?

Organization It is a best practice to establish an IT 
support organization.

10 It there any IT inventory 
available?

System Having a list or a system (e.g., configuration 
management database) with all established 
and planned IT inventory helps supporting 
the IT architect and other.

11 Has a requirement analyses 
been made (before 
implementation)?

Process Requirements for the ICT support should be 
collected comprehensively.

12 Have the identified 
requirements been authorized 
by senior management?

Compliance Senior management should authorize 
the requirements before starting the 
implementation .

13 Have a selection of different 
ICT architecture variants been 
juxtaposed?

Architecture Usually, there is seldom a solution that 
fits all needs. Therefore, different variants 
should be taken into account.

14 Were adequate resources 
provided for each phase in the 
development process?

People It should be ensured that adequate staff 
is available when needed (e.g., software 
developers in the development phase, test 
engineers in the test phase and so on).

(continued on next page)
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No. Control

Control 
Domain 
(optional) Comments

15 Is there a project 
management method and 
plan established?

Process It is recommended to accomplish 
the project with the help of project 
management means (e.g., HERMES, 
PRINCE2). Such methods also provide 
guidance and establish what kind of 
artefacts have to been delivered in the 
specific phases of the development process.

16 Are all artefacts 
(documentation, plans, 
specifications) delivered 
according to the project 
management plan?

Compliance Artefacts should be delivered as specified 
(e.g., test plan should be available before 
the test phase starts or user documentation 
should be available, at the latest, at the time 
of rollout).

17 Are there test plans available? Process Test plans describe what kind of tests have 
to be done in a specific implementation 
phase.

18 Are tests accomplished in a 
dedicated test environment?

System A dedicated test system should be provided 
to protect live environment. 

19 Are test results documented? Compliance Test results should be documented and 
signed by tester.

20 Are rollout plans available? Process The rollout phase requires sound planning.

21 Is an operational concept 
available?

Process When going live, it has to be ensured that 
operation is capable of running the systems. 
An operational concept describes all 
aspects of operation.

22 Have availability parameters 
been specified?

Process Managing availability includes defining the 
parameters that the involved components, 
parts, or even people have to meet (e.g., 
uptime, acceptable outage rate, response 
time, etc.).

23 Are monitoring facilities 
available?

System Parameters, such as availability or capacity, 
should be monitored. It is recommended to 
establish thresholds and define course of 
action when thresholds are met.

24 Are maintenance plans 
available?

Process Maintenance has to be planned (kind of 
maintenance: e.g., hot fix, regular release, 
security patch, etc.; role responsible for 
maintenance; required documentation of 
maintenance; etc.).

25 Are degradation plans 
specified?

Process, 
Organization

Degradation plans should describe “what 
if” scenarios (e.g.,“what if” network is not 
available?) and provide course of action.

(continued)

(continued on next page)
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No. Control

Control 
Domain 
(optional) Comments

26 Are business continuity plans 
specified?

Process Business continuity management is 
responsible to ensure continuity of business 
or restore continuity in case of major 
incidents. Therefore, recovery needs to 
be considered (e.g., database backups, 
archival, standby capacity, etc.).

27 Is there an access control 
concept for privileged users?

Organization IT staff, administrator, and so on have more 
elaborate access rights on IT resources. In 
order to prevent fraud, a privileged access 
control concept should be available and 
implemented.

28 Are there encryption 
mechanisms in place?

Process Encryption helps to maintain data integrity.

29 Are the encryption 
mechanisms up to date?

Process Outdated security mechanisms represent 
a risk.

30 Is a technology management 
established?

Technology The life cycle of IT technology has to 
be managed. It should be ensured that 
replacement of outdated IT technology is 
addressed in a timely manner.

(continued)
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Chapter 5

Birth registration is a fundamental human right. The registration facilitates access to 

other rights, provides a person with a legal identity, and facilitates the person’s abil-

ity to participate more fully in society. Birth registration must be timely, continuous, 

and permanent. The use of ICT may assist in this. It allows for quicker communica-

tion between the place of birth and the registry; it may be more accessible by hav-

ing technology that can move to the location of the birth rather than travel to the 

registrar’s office; and while technology changes, it allows for records to be stored 

digitally rather than in paper form, which may be more easily destroyed and may 

make the capacity to retrieve records difficult.

While ICT offers many possibilities to improve registration, it is essential to 

understand the broader considerations when introducing new means of work-

ing. This publication proposes a systematic approach to the application of ICT to 

achieve universal birth registration within the civil registry. In doing so, it reflects on 

the importance of having legal, administrative, and technical requirements in place 

before its introduction, and the importance of having an environment that is benefi-

cial to the user as well as to the registry. The driving force should be on institutional 

and administrative capacity building on the supply side, and on raising awareness 

raising on the demand side.

This publication is the result of a background study and a workshop that exam-

ined, worldwide, the good practices and challenges that are associated with intro-

ducing ICT for birth registration. There is unanimous agreement that the foundation 

for upgrading the civil registration system should be the legal framework. This doc-

ument reflects the cautions relating to the required legislative frameworks and the 

noted flexibility, such that the legal standards can be applied. It is essential to pay 

special attention to the privacy and confidentiality of the individual’s personal infor-

mation and the conditions under which data will be verified or authenticated and 

can be shared. The privacy paradox between the state’s need to know and the right 

Conclusions 
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to have one’s personal information pro-

tected is not easily resolved, but it is one 

that must be carefully analyzed when intro-

ducing electronic recordkeeping.

This publication is explicit that intro-

ducing ICT requires adaptation, not only 

of the staff of the registry but also of the 

user. It stands that the parent(s) and the 

State are responsible for the registration of 

a child. The parent is responsible for seek-

ing to register the child and, in turn, the 

State is responsible for providing the con-

ditions and facilitating the registration of a 

birth. There was broad consensus among 

the participants of the workshop that com-

munication is key to success when a new 

way of doing things is introduced. The 

person needs to be comfortable with the 

changes and understand how these are 

managed. When changes are introduced, 

their presentation and implementation 

should be carefully considered in terms of 

the socio-cultural context of the society 

and the changing nature of the family and 

its dynamics, as well as the increasing need 

for interoperability between public organi-

zations. Increased need for monitoring and 

evaluation for a results-based public sec-

tor management system will require close 

supervision of the system from the per-

spective of the users as well as the qual-

ity assurance of the system itself, including 

through audits and user surveys. 

One of the most promising elements 

of ICT use for birth registration is that it 

facilitates the registration process for the 

parent(s) and improves the service delivery. 

Furthermore, there are considerable cost 

savings associated with ICT, if rolled out 

properly, with respect to the time it takes 

to register the child and the time it takes to 

provide the birth certificate. There is also 

great potential to catch potential errors in 

the record. 

There is still a ways to go before ICT 

for birth registration can be rolled out and 

implemented in every country around the 

world. This document attempts to present 

a broad menu of issues and their relevance 

for timely and universal birth registration 

with the help of ICT. More than spelling out 

the details of the design and implemen-

tation phase of a project to move from a 

paper-based environment to one of elec-

tronic records, it presents the logic elements 

that go into the process. The basic prereq-

uisites for success have been described and 

the potential pitfalls have been identified. 

This document is not only for countries 

that are planning to modernize the civil reg-

istry and facilitate birth registration by intro-

ducing ICT; it is also for countries that have 

already done so. Much already has been 

achieved in this respect by a number of coun-

tries, and they have contributed to the evo-

lution of the use of ICT for birth registration. 
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Annex A. Interface Design: Recommendations

While application programming interfaces (APIs) can only define the How some-

thing is being exchanged, the question of Why? What For? and Under Which 

Circumstances? must be addressed by further legislation. It has become common-

place, under “OpenGov” (a cloud-based financial analysis platform on which local 

governments can collaborate more effectively), to access free-to-use data. There 

are now specific protection options for personally identifiable information—stored 

in civil registry databases—that set limits on how and to whom this information can 

be released. 

The legislation on ICT usage in a civil registry must include parameters that 

relate to how data can or cannot be used. The term “user consent” is of signifi-

cant importance, since the individual is the owner of his/her personal information 

at any given time and shall have the power to decide who may or may not access 

what details in registry ICT systems. If specific data (which may identify the indi-

vidual through inference) is requested by a third party, legislation should define the 

means to seek the authority of the individual to release this data, either at request or 

by means of an opt-in/opt-out option. For example, if an individual moves to a new 

municipality, the civil registry can offer the person an “opt-out” option to prevent 

the automated release of data to a third party (e.g., certain agencies and compa-

nies). The person’s denial to release information can extend to include a relative or 

ex-spouse, for example, but it cannot include tax authorities who may require that 

information on the same grounds that it was collected. 

The exchange of registry information between agencies within a sovereign 

state should fall within appropriate legislation that defines the circumstances under 

which specific data can be exchanged. Currently, there are no binding international 

standards that relate to the format of these datasets and attributes, although the 
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OSCI-XMeld standard—applied by Ger-

many for interagency communication—is 

an option to be considered. OSCI-XMELD 

is an XML-based technical standard for the 

exchange of transaction information and 

can be adopted easily by various ICT ven-

dors.

The failure to standardize data for-

mats will inevitably lead to higher admin-

istrative and interagency communication 

costs. At least one common XML data 

hierarchy should be considered with basic 

mandatory fields (e.g., pseudonym Unique 

ID), while the majority of other datasets 

and attributes should remain “optional” or 

“upon request” in order to maintain a low 

profile in the case of mass data extraction.

Since the investment in ensuring a 

secure environment can be considerable, 

it is recommended that a specific legisla-

tion relating to digital signatures (includ-

ing creation, validation, and acceptance) 

be drafted at the national level to ensure 

that every citizen, including permanent res-

idents, can apply for an electronic or digi-

tal identity (usually referred to as an e-ID). 

The electronic identity will guarantee the 

representation of the citizen vis-a-vis fed-

eral, state, and local governments, as well 

as third parties. Further consideration is 

required for those who are not citizens or 

permanent residents, yet whose personal 

data is in the registry. The aspects for con-

sideration should include not only the issue 

of access itself, but also access in a way 

that does not result in discrimination as a 

noncitizen or permanent resident. The indi-

vidual and civil registry must ensure that 

the validity of the e-ID16 is maintained and 

that it is not subject to fraudulent use.

16 The e-ID may not be issued and managed by a 

government agency; rather, the responsibility may 

be that of a trusted public–private partnership. The 

e-ID, therefore, should be accepted by any govern-

ment agency and guaranteed by the civil registry as 

an approved e-government activity.
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Annex B. Glossary17

Authentication: (a) The process of estab-

lishing confidence in the truth of a claim, 

which could be any declarative statement. 

(b) The process by which a user conveys 

data into a system in order to be recog-

nized and to be able to interact with the 

system. (c) In biometrics, sometimes used 

as a generic synonym for certification. 

Birth certificate: An original document or 

certified extract, usually issued by a gov-

ernment authority, that states when and 

where a person was born and usually iden-

tifies one or both of his or her parents as 

per the legal requirements of each country. 

Birth registration: The continuous, perma-

nent, and universal recording within the civil 

register of the occurrence and characteris-

tics of births, in accordance with the legal 

requirements of a country. The recording 

can be physical (in a book) or electronic.

Brownfield Environment: A term com-

monly used in the IT industry to describe 

problem spaces needing the development 

and deployment of new software systems 

in the immediate presence of existing (leg-

acy) software applications/systems (source 

Wikipedia).

Certificate of Live Birth: A document, 

provided by the doctor who attends a 

birth, certifying the birth of the child. It 

contains information such as the date and 

place of birth and the names of the child’s 

parents.

Certification authority: A trusted entity 

that issues and revokes public-key certifi-

cates.

Digital signature: An asymmetric key 

operation, where the private key is used to 

digitally sign an electronic document and 

the public key is used to verify the signa-

ture. Digital signatures provide authentica-

tion and integrity protection. They have the 

same validity and legal effects as a hand-

written signature. 

Digital certificate: An electronic docu-

ment used to prove ownership of a pub-

lic key. The certificate includes information 

about the key, information about its own-

er’s identity, and the digital signature of the 

certification authority that has verified the 

certificate’s contents are correct. 

Enrollment: The process of collecting a 

biometric sample from an end user, con-

verting it into a biometric reference, and 

storing it in the biometric system’s data-

base for later comparison

Greenfield: A project that lacks any con-

straints imposed by prior work, i.e. starting 

from scratch. 

Identity: A unique set of features and 

characteristics that individualize a person, 

17 These definitions are extracted from IDB (2015).
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including the name and other biographical 

data of the individual. 

Identification: The determination of iden-

tity and recognition of who a person is; 

the action or process of determining what 

a thing is; or the recognition of a thing as 

being what it is.

Legal identity: Legal civil status obtained 

through civil registration at birth and civil 

identification of unique attributes, such as a 

personal identification number and biomet-

rics that recognize the individual as a sub-

ject of the law and protection of the state.

Registration: A process by which the 

authorities note, in a manner established 

by law, all facts, acts, and records whose 

occurrence must be recorded authentically 

in a specialized register. 

Root certificate authority: The origin of 

the chain of trust from a national public-key 

infrastructure. It is the agency that issues 

the root certificates for each of the certi-

fication authorities registered and certified 

to operate in a country. 

Unique identity: The combination of indi-

vidually assigned numeric or alphanumeric 

digits with the biographic and biometric 

data of a person. 

Unique identity number: An attribute in 

the form of a unique number, used to iden-

tify individuals upon their inscription in the 

civil registration or civil identification sys-

tem.

Verification: A task in which a biometric 

system attempts to confirm an individual’s 

claimed identity by comparing a submitted 

sample to one or more previously enrolled 

templates.
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Annex C. Information and Communication Technologies to Support 
Birth Registration

Buddy Elias, Chair of the Anne Frank 

Fonds, and Susan Bissell of UNICEF opened 

the conference. Drawing on stories from 

his family history, Mr. Elias underscored the 

risks of violence and exploitation that chil-

dren everywhere continue to face. Ms. Bis-

sell referred to birth registration as a basic 

human right and urged participating coun-

tries to work to prevent abuse. Mia Harbitz 

of the IDB summarized the current state of 

birth registration and legal identity, stress-

ing the importance from an economic and 

social as well as a human rights perspective. 

Session 1 explored the use of ICT to 

support the birth registration process, with 

panelists providing examples of countries 

where it is common and where pilots are 

underway. Panelists stressed the impor-

tance of considering birth registration 

and technology in light of the policy envi-

ronment and social and cultural norms. 

While technology can decentralize the pro-

cess, it is essential that the frameworks of 

infrastructure, training, security, and gov-

ernment be in place. Recommendations 

emerging from the session included the 

need to have backup and mirror systems 

for ICT, to take technological resources into 

consideration, and to strengthen human 

resources.

Session 2 addressed the legal frame-

work for the use of ICT; specifically, the 

aspects to consider when introducing ICT 

and the laws that may need to be revised to 

Executive Summary of Proceedings

Bern, Switzerland, 2014

The two-day conference on Information 

and Communication Technologies to Sup-

port Birth Registration, held on December 

8–9, 2014, in Bern, Switzerland, identified 

key issues and provided input to the devel-

opment of a set of guidelines for the use 

of information and communication tech-

nologies (ICT) in birth registration within 

the civil registry. Following the introduc-

tory remarks, participants discussed five 

topics: ICT implementation in the birth reg-

istration process; legal framework and pro-

tection of personal data; data storage and 

retrieval processes; data transmission; and 

issuance of certificates. Each session was 

tasked with identifying (i) steps where ICT 

is or could be successfully used; (ii) exam-

ples of the uses of ICT and the instances 

where technology has helped or hindered 

birth registration; (iii) areas where guid-

ance is required when introducing ICT; 

(iv) key characteristics of a well-function-

ing system; (v) considerations relating to 

decentralization and access of vulnerable/

minority groups; and (vi) risks and ways to 

mitigate them. 
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protect personal data. The session focused 

on applicable legal frameworks and the 

strengths and risks of rules, registration pro-

cesses, and interoperability. The discussion 

centered on the benefits and risks related to 

multiple databases, the need to accommo-

date religious or cultural distinctions while 

protecting the individual from abuse, the 

use of biometrics, the role of public-private 

partnerships, and the cost of digitalizing 

historical versus new entrants. Additional 

areas included sex identity, children of sin-

gle mothers, and registration of adoptees. 

Participants recommended training for civil 

registrars, streamlining procedures, ensur-

ing timely birth registration, and universal, 

secure, and interoperable ICT. 

The topic of Session 3 was data storage 

and retrieval processes. The panelists pre-

sented some of the technical issues in birth 

registration data storage and the role of ICT 

in facilitating or hindering its retrieval. They 

reviewed selected country experiences in 

data collection and authentication. Empha-

sis was given to the importance of defin-

ing the type of registry, its purpose, and its 

mandate. The session examined the migra-

tion of records to a digital format, creation 

and storage of new digital records, and rec-

ognition of electronic (or paper) documents 

as legal tender. The shift to a digital system 

also implies changes in the registration cul-

ture and communicating these changes to 

the user. The discussion centered on the 

issues of accuracy, ageing, and linking to 

older data sets. Participants recommended 

establishing a strong legal framework and 

strengthening capacity to search and 

amend. They also recommended agree-

ments on data sharing, issuance of unique 

identifiers, establishing electronic data 

trails, and ensuring centralized data storage 

with decentralized access. 

Session 4 discussed data transmis-

sion, specifically, the information to be 

transmitted, the mechanisms, and the for-

mat of transmission of civil registry data. 

Discussed were the interconnectivity of 

arrangements and institutional structures 

in different countries and their impact on 

service delivery, including during disaster 

situations and when data may be trans-

mitted across borders. It raised the ques-

tion of balance—supply with demand; 

speed with level of service; and value of 

information versus confidentiality/privacy. 

The session reaffirmed that any sharing of 

information must be in the best interest of 

the individual. The wide-ranging discus-

sion highlighted the difficulty of isolating 

data transmission from other topics. The 

recommendations emerging from this ses-

sion were the need to establish strong legal 

measures to protect data transmission 

standards and security; develop a long-

term vision and business plan to imple-

ment ICT; conduct process re-engineering 

and redesign before automation; and base 

system architecture on restricted access. 

Session 5 centered on the issuance of 

certificates. Panelists noted the advances 

in the ability to issue a certificate through 

electronic transmission and the options 

for secure paper on which certificates can 

be printed. The discussion emphasized 

the importance of relationships with other 

authorities and departments regarding 

ICT implementation and use and the need 

to have clearly delineated roles/respon-

sibilities. Individual country experiences 
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highlighted the wide variety in technology 

usage. Public awareness of and access to 

birth registration was emphasized as cru-

cial to the introduction or ongoing use of 

ICT in registration processes. Recommen-

dations that emerged from the session 

were to develop cooperative agreements; 

ensure the introduction of ICT takes place 

only after legal frameworks and govern-

ment support are in place; make birth reg-

istration accessible to all people; make 

technological solutions simpler, cheaper, 

faster, and sustainable; and reach those in 

rural and remote areas with sufficient ICT. 

The background paper prepared by 

IDESA on a research project to access 

civil registration capacity in Latin America 

touched on many of the issues discussed 

in the five sessions. It stressed that the role 

of ICT in more universal and timely regis-

tration and better data integrity depends 

on the appropriate infrastructure and legal 

framework in place and the overcoming of 

cultural barriers. The discussion centered 

on the importance of the legal framework 

and the difficulties of birth notification. 

A summary of Sessions 1–5 consol-

idated the main points of adjustment or 

input to guidelines, in anticipation of group 

work to follow. Conference participants 

were divided into five working groups to 

review the background paper and enrich it 

with learnings from the five technical ses-

sions. The guiding questions for each topic 

related to guidelines, risks and opportuni-

ties, and implementation. 

Group 1 (ICT implementation of the birth 

registration process) stated that guidelines 

were essential to distinguish between using 

ICT in facility and non-facility-based births. 

The risks and opportunities that were iden-

tified included connectivity, costs, skills, 

security, storage, staff turnover, staff moti-

vation, and interoperability. To implement 

ICT, the group noted the need for a unique 

registration system as well as a system for 

notification, tracking, and monitoring. The 

group also noted that connectivity, person-

nel, and interoperability, as well as stan-

dardization, were required.

Group 2 (legal framework and protec-

tion of personal data) stated that existing 

guidelines, such as EU and ITU guidelines, 

UN recommendations, and ICAO standards 

should be adhered to, and they stressed 

that a survey on existing legislation should 

be undertaken. The risks that were identified 

included identity theft, ethnic conflict, com-

mercial value of the data, verification, and 

fraud. The implementation issues included 

security and access to data, the need for a 

flexible amendment process, and placing 

adoptive parents on birth certificates. 

Group 3 (data storage and retrieval 

process) suggested making guidelines mul-

tidisciplinary; providing continuous training 

to ICT professionals placed in civil regis-

tries; using public-private partnerships for 

marginal issues rather than core operations; 

clarifying roles and regulations on data 

handling; developing ICT policies and pro-

cedures internally; and putting audit proce-

dures in place. The risks and opportunities 

identified were verification, loss, destruction 

(including in disasters), hacking, corruption, 

loss of data in disasters, and the need for 

backup sites. The implementation consider-

ations included strengthening support for 

the use of multiple languages; establishing 

plans and designs before implementing ICT; 
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having in place security applications and 

a tiered system of access; ensuring integ-

rity through verification mechanisms; and 

adjusting accounting for changes in storage 

needs and future technology. 

Group 4 (data transmission processes) 

suggested that guidelines should ensure pro-

cedural compliance; secure data transmis-

sion; ensure the ability to share vital statistics 

for validation of personal ID; retain continual 

staff; and have an internal intranet and suf-

ficient resources for its setup, construction, 

and maintenance. The risk that was identified 

was the difficulty to match an individual with 

a record without biometrics. The implemen-

tation considerations that were identified 

included the encryption of data to ensure 

its safe transmission and validation proce-

dures in cases of cross-border migration. 

Group 5 (issuance of birth certificates) 

stated that the guidelines should include 

the timely and secure issuance of birth cer-

tificates, a global approach to standard-

ization, provisions for testing and auditing 

the system, security, and a clear vision of 

goals. The risks and opportunities included 

confidentiality, lack of legal framework, IT 

system failures, insufficient technology, 

and payment by credit card. The imple-

mentation issues discussed were the iden-

tification of constraints, execution of good 

governance and piloting, implementation 

in phases, standardization across regions 

and borders, and the use of barcodes to 

secure documents. 

The closing session provided partici-

pants an opportunity to make brief state-

ments on their final thoughts.






