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A world with complex water challenges

Innovation and transformation begins with higher utilization of data assets.



Data can unlock new insights and prompt action



SO why is data sharing so challenging?
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data transparent
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What is Trust?

First step to managing “Trust” is to identity who/what is inside and outside the “Circle”

Within a single environment or from a single perspective, trust is relatively easy to ascertain...



Trust is complex to define and manage in distributed environments
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Cloud services, network/platform operators, service providers,
carriers and joint products/services interacting
with “customer” (data subject)






UC Davis Center for Water-Energy Efficiency

Leading research at the nexus of Water and Energy Conservation

Energy Use for Water in CA:

« 20% of Electricity (7%
Infrastructure)

* 30% of Natural Gas
« 2.1M bbl/yr of Diesel
* 100M t. CO2-eq.
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Water Conservation through Data Collaboration

Research scenarios and aata sources

Common Data Sources

Enterprise
Billing and rate structures
Capital planning
Budgeting
Workforce management
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Time series data:

On/off, open/closed

Flow and pressure

Energy consumption

Water quality

Customer

Customer types and location **
Water Meter Data (monthly or AMI) **
Energy Meter Data (gas/electric) **
Water conservation programs
Outreach and communication
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Water-Energy Intensity Leak Loss Detection Pipe Burst Prediction

* PCII Protected data
** PII Protected data
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CA Water-Energy Trusted Data Collaboratives
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Types of Trusted Data Collaboratives

Original
Scientific Research

Enable original scientific
research that requires
independent
reproduction of
experiments and
independent verification
of research results.

Research Data
Collaboratives

Enable academic research
projects using externally
sourced multi-party
protected data that
requires raw data
isolation, strong audit and
proof of compliance.

Industry Data
Collaboratives

Enable multiple parties to
share data via a neutral
third party industry
consortium to benefit all
members while
protecting the private
data of each member.

Private Data
Collaboratives

Enable private
organizations to promote
internal data sharing
while keeping its data
security, privacy,
compliance and
transparency promises to
its stakeholders.

Personal and Enterprise Data Vaults (“one copy of the facts”)

A Trusted Data Platform




Data Vault

An hyper-scalable repository of potentially sensitive data from multiple parties
that facilitates secure data sharing. Provides mechanisms for data ingestion,
policy tagging, encryption, storage and strong access to data while maintaining
compliance with a diverse set of effective policies.

Personal Data Vault Enterprise Data Vault Community Data Vault

1. Personal Profile 1. Customer data 1. Civic environmental sensor
data

2. Employment Data 2. Employee data

3. Product telemetry 3. Product telemetry

4. Personal Health Data 4. Internal Operations




3 Principles tor Trusted Data Collaboratives

Transparency

Each party must be transparent in their motivations, policies and regulatory constraints
regarding data: collection, storage and retention, sharing, use and publication.

Accountability

Encourage broad data sharing whilst protecting the rights and interests of Data Subjects
and Data Owners via controls that maintain data provenance, chain of custody and
algorithmic/analytical transparency.

"Fair” Value Exchange

The collaborative usage of data demonstrates a fair value exchange between data providers
(e.g. data subjects and/or data owners) and data consumers

These three principles form the basis of an operational Trust Framework.



OUR COMMITMENT
TO TRUST

TRANSPARENCY

PRIVACY

COMPLIANCE

SECURITY




Microsoft mission

Empower every person and
every organization on the
planet to achieve more

B Microsoft




=" Microsoft

© 2015 Microsoft Corporation. All rights reserved.



