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• Why is Privacy data protection important?
• What are Privacy Enhancing Technologies?
• How can PETs help in the context of MPD?
• New approach to International Collaboration on PETs
• Examples of Case Studies

Overview



Introduction

Why is Privacy data protection important?



Smartphone’s location data is a “magnet” for Privacy issues

Strava Data Heat Maps Expose 
Military Base Locations Around the 
World | WIRED

Your Apps Know Where You Were Last 
Night, and They’re Not Keeping It Secret 
- The New York Times (nytimes.com)

Opinion | Twelve Million Phones, One Dataset, Zero Privacy - The New York Times (nytimes.com)

Federal Agencies Use Cellphone Location Data for
Immigration Enforcement - WSJ

https://www.wired.com/story/strava-heat-map-military-bases-fitness-trackers-privacy/
https://www.wired.com/story/strava-heat-map-military-bases-fitness-trackers-privacy/
https://www.wired.com/story/strava-heat-map-military-bases-fitness-trackers-privacy/
https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html
https://www.wsj.com/articles/federal-agencies-use-cellphone-location-data-for-immigration-enforcement-11581078600


• Today, high-value data is siloed or locked down, significantly 
hampering research and innovation;

• This is often due to a combination of privacy, security, IP, 
cost, or legal reasons;

• When data is shared, things too often go wrong => data 
breaches;

• PETs, whilst not a silver bullet, have the potential to 
overcome this tradeoff between privacy and usability of data.

Problem Definition



Privacy-Enhancing Technologies

What are PETs?



“Privacy Enhancing Technologies (PETs) are a suite of tools that 
can help maximise the use of data by reducing risks inherent to 
data use.”

What are PETs?

Privacy Enhancing Technologies | Royal Society

From privacy to partnership | The Royal Society

https://royalsociety.org/news-resources/projects/privacy-enhancing-technologies/
https://royalsociety.org/-/media/policy/projects/privacy-enhancing-technologies/from-privacy-to-partnership.pdf


What are PETs?



Examples of some Input PETs



The Role of PETs in the context of MPD

How can PETs help in the context of MPD?



• Functional aspects: applicability of certain PETs for specific 
types of use cases, privacy guarantees, usability issues..

• Technical aspects: methodological limitations, technical 
maturity, scalability, energy consumption..

• Legal & regulatory aspects: purpose limitation, data 
minimisation, storage limitation, integrity and 
confidentiality..

• Organizational aspects: data management, skills, ethics..

Different Considerations of PETs



High-level use cases:
• Facilitating secure access to highly sensitive privately-held 

datasets in line with the Privacy-by-Design principle;
• Enhancing and streamlining existing risk management and 

accreditation processes for researchers;
• Enabling collaborations between organizations, both domestically 

and cross-border, via privacy-preserving joins;
• Testing MPD methodology on real-world like (e.g. synthetic) data;
• Minimising the privacy disclosure risk associated with outputs, e.g. 

the use of differential privacy for output protection.

Application of PETs for MPD?



Example of Secure Enclave (Trusted Execution Environment) for Mobile 
Phone Data (used in Estonia & Indonesia MPD cases)

Sharemind_HI_-_secure_data-driven_services_using_SGX-no-video (cyber.ee)

Workflow:
● Da ta  owners encrypt 

da ta  on site a nd uploa d 
to secure encla ve;

● Pla tform runs queries 
without removing the 
protection;

● Authorized users  receive  
results  in an encrypted 
form;

● Platform can give  proofs  
of its  activities  to third 
parties .

https://home.cyber.ee/%7Edan/rsa-y572804n/Sharemind_HI_-_secure_data-driven_services_using_SGX-no-video.pdf


• Involving legal experts early in any project is strongly advised;
• Specific PETs are typically not mandated by legislation, but PETs do enable compliance 

with legal requirements such as regarding “data minimization” or “data protection by 
design and by default”, and specific PETs might be recommended or required by a 
particular regulator for certain use cases; 

• The use of PETs must be consistent with existing laws, policies, and ideally cultural norms, 
and PETs can open up new opportunities and affordances within this social structure;

• Any activity involving data from more than one jurisdiction will be more complicated;
• Different laws and jurisdictions may take different views on the adequacy of a PET for a 

given use case, so we encourage regulators to publish guidance about the use of PETs.

Legal & Regulatory aspects

2023_UN PET Guide.pdf

https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf


“..the particular safeguards, which should be applied when data sharing under 
Regulation (EC) No 223/2009 requires personal data to be processed, include 
technical and organisational measures such as privacy-enhancing technologies 
and the respect of the principles of purpose limitation, data minimisation, storage 
limitation and integrity and confidentiality as set out in Regulation (EU) 2016/679 and 
Regulation (EU) 2018/1725 and further elaborated in the European Statistics Code of 
Practice. ”

European Data Protection Supervisor Opinion 40/2023:
“Further, the EDPS recommends that such sharing of personal data by private data holders 
shall make use of privacy-enhancing technologies and shall take place using a secure 
infrastructure.”

Regulation on European Statistics (amendment approved by the
European Parlament on 13/3/2024)

2023-0753_d2563_opinion_en.pdf (europa.eu)

TA (europa.eu)

https://www.edps.europa.eu/system/files/2023-09/2023-0753_d2563_opinion_en.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0152_EN.pdf


International Collaboration on PETs

UN Task Team for Privacy Enhancing Technologies & UN PET Lab



• Methodology (PET Task Team)
• Research of applicability of PETs for use cases in Official Statistics.

• Experimentation (PET Lab)
• Proofs-of-concept and pilot projects focused on the evaluation of PETs for real-

world use cases in the official statistics community.

• Outreach & Training (events, webinars, Open Houses)
• Sharing learnings and insights from the use of PETs with the wider statistical 

community through training, public events, and educational materials.

• Support Services
• Advice to organizations utilizing PETs

UN Task Team for Privacy Enhancing Technologies



• Role of Privacy Enhancing Technologies 
in Official Statistics

• Methodologies & Approaches
• 18 Case Studies
• Standards
• Legal and Regulatory Issues

UN PET Guide

2023_UN PET Guide.pdf

https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf


Case study repository - UN GWG on Big Data - Privacy Preserving Techniques Wiki - UN Statistics Wiki

https://unstats.un.org/wiki/display/UGTTOPPT/Case+study+repository


Case Studies Related to MPD

Purpose, datasets, PETs used, implementation status, outcomes & lessons...









• Task Team on Privacy-Enhancing Technologies — UN-CEBD
• Emerging privacy-enhancing technologies: Current regulatory and 

policy approaches | en | OECD
• Privacy-enhancing technologies (PETs) | ICO
• Privacy Enhancing Technologies for Official Statistics (PET4OS) | 

Eurostat CROS (europa.eu)
• OpenMined Courses

Resources

https://unstats.un.org/bigdata/task-teams/privacy/index.cshtml
https://www.oecd.org/publications/emerging-privacy-enhancing-technologies-bf121be4-en.htm
https://www.oecd.org/publications/emerging-privacy-enhancing-technologies-bf121be4-en.htm
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/privacy-enhancing-technologies/
https://cros.ec.europa.eu/PET4OS
https://courses.openmined.org/


Questions?
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