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Dissemination of Micro Data by International Organizations  

Prepared by the United Nations Office on Drugs and Crime 
 
Background 
 

1. The purpose of this note is to explore the interest of the CCSA to develop best 
practices in international organizations on the accessibility to micro-data and GIS data which 
identify fields or other units. Such practices could be of value to CCSA members which 
collect confidential data and have developed or intend to develop a policy on access to micro-
data.  
 

2. There is no legal basis at international level to define the access to micro-data. 
A general guide to protect confidential information is included in the Principles governing 
international statistical activities, but no operational issues have been discussed in the context 
of international organizations. The Conference of European Statisticians and the UN 
Statistical Commission have discussed and developed principles and guidelines for national 
statistical systems. While some of the practices described in the guidelines can be of value for 
intentional organizations, the approach to be taken by international organizations relates to a 
broader community than researchers and needs to address issues which are peculiar to the 
international context.   
 

3. UNODC’s interest in the topic relates to the challenges that it currently faces in 
developing a coherent policy covering the accessibility to individual data. UNODC supports 
in a number of countries population based surveys related to victimization, corruption 
experience, drug use and social-economic characteristics of rural areas (to study the living 
conditions of farmers who cultivate illicit drugs and crop yield). UNODC also monitors the 
illicit cultivation of drugs through satellite images and produces maps which identify fields 
where the cultivation of illicit drugs takes place. These maps are not publicly released but are 
used to estimate the total area under cultivation. All data collection activities are carried out in 
partnership with national institutions such as Ministries of Counter Narcotics, Ministries of 
Interior, Agriculture Departments, however UNODC remains the custodian of the data to 
assure impartiality and avoid the misuse of the information.   
 

4. An increasing number of users has been asking UNODC for the access to 
individual data collected in the surveys and the maps with the fields identified as cultivating 
illicit drugs. These users include representatives of donor countries, government institutions 
where the data has been collected, researchers, regional/international organizations, and 
NGOs.  
 
 
Proposal 
 

5. It is proposed that the CCSA undertake a process to carry out the following 
activities: 
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a) To make an inventory of practices used by international organizations on access to 

micro-data (at individual and agricultural level). Information to be collected from each 
relevant agency may include:  

• Indicate type of datasets for which micro-data are available 
• Made reference to any kind of legislation/regulation on data confidentiality 

protection (national legislation, requirement of country agreement, etc.)  
• Existence of ‘anonymization’ measures to protect confidentiality 
• Type of ‘anonymization’ techniques in use 
• Explicit restrictions on uses of micro-data  
• Explicit restrictions on possible users of micro-data  
• Type of restrictions posed (on the type of users or type of information?) 
• Modality of data access (open access, form to fill in, etc.) 
• Pledge of confidentiality by users  
• What recourse the international organization can make if there is breach of 

conditions? 
 

b) To analyse common practices and highlight the issues that need to be addressed in 
developing policies by international organizations on accessing micro-data. These 
issues may include: 

• The benefits of sharing micro-data 
• Legal aspects (national and international)  
• Who makes the decision on the access? 
• Are all users equal? What are the criteria to differentiate them? 
• Are all dataset equal? 
• Are GIS data which identify fields or other units confidential?  
 

c) To compile best practices in developing policies and methodology on the access to 
micro-data in international organizations. 

 


